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Snellings’ Firearms ' ORDER FOR
2675 Land Avenue - PARTIALLY UNSEALING SEARCH
Sacramento, California | WARRANT AND RELATED
DOCUMENTS
The government’s request to unseal the redacted affidavit in support of a search warrant,

which is attached to this order and is 1ncorporated by reference, is GRANTED
SO ORDERED: )

DATED: / / ,2&/ <z

HON EDMUND F. BRENNAN —
U.S. Magistrate Judge -




Affidavit in Support of a Search Warrant

. I, Special Agent Sara M Lewis, Bureau of Alcohol Tobacco, Flrearms and Explos1ves

United States Department of Justice, bemg duly sworn on oath depose and say

. lama Special Agent employed by the Bureau of Alcohol, Tobacco, F1rearms and
Explosives (ATF), United States Department of Justice. I have been so employed since
July 2002. Thavea Bachelors degree in Criminal Justice from California State A
Umvers1ty, Fresno, and a Masters degree in Criminal Justice from California State

- University, Fresno. Iam a graduate of the Federal Law Enforcement Training Center’s -
Criminal Investigator Program and the Bureau of Alcohol, Tobacco, Firearms and
Exploswes New Professional Training (N'PT) Spec1al Agent Academy

. Thave anCStl gated no less than 100 cases mvolvmg federal ﬁrearms v1olat1ons including '
straw purchase violations. I have spoken to several straw purchasers about how and why
~ they committed the act of straw purchasing. Ihave received training regardlng straw

_ purchase mvestlgatlons I have spoken to more experienced invéstigators about how ,
people commit straw purchases and other federal firearm violations. I have assisted on

' mvest1gat1ons mvolvmg people engaged in the firearms business of sellmg firearms
without a F ederal Firearms License (FFL). .I have received fraining on federal violations
of people engaged in the firearms business w1thout an FFL. Ihave spoken with experts
and more experlenced investigators that have conducted investigations of people who

" have engaged in the business of selhng firearms without an FFL. Ihave 1nte1'v1ewed
subjects who were engaged in the busmess of selling firearms w1thout an FFL.

- Federal Firearm Licensing Related Laws and Deﬁniﬁons

.- ] am familiar with federal laws and know thatitisa v101at1on of Title 18, United States .
Code, Section 371, if two or more persons conspire to commit any offense against the’
United States, or any agency théreof in any manner or for any purpose and one or more
of such persons do any act to effect the object of the conspiracy:.

. Tti is a violation of Title 18, United States Code Section 922(a)(1)(A), for any person

. except a licensed importer, licensed manufacturer, or licensed dealer, to engage in the

~ business of importing, rnanufacturmg, or dealmg in firearms, or in the course of such ,

‘ busmess, to sh1p, transport or recelve any ammumtlon In mterstate or forelgn comrnerce.

. Itis a violation of Tltle 18 United States Code, Section 922(a)(6), for any person.in -
’ connectlon with the acquisition or attempted acquisition of any ﬁrearm or ammumtlon
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~ from a licensed importer, licensed manufacturer, licensed dealer, or-licensed collector
" knowingly to make any false or fictitious oral or written statement or to furnish or exhibit
any false, fictitious or misrepresented identification, intended or likely to deceive such
importer manufacturer, dealer, or collector with respect to any fact material to the
lawfulness of the sale or other disposition of such firearms or ammunition.

- 7. Ttis a violation of Title 18, United States Code, Section 924(a)(1)(A) to knowingly make
o any false statement or representation with respect to the information required by Chapter
44 of Title 18 to be kept in the records of a person licensed under this chapter or in

- applying for any license or exemptlon or relief of dlsablhty under the 1 prov151ons of this

' chapter x

8. Itisa violation of Title 18, United States Code, Section 924(a)(3)(A) for any licensed
dealer, licensed importer, licensed manufacturer; or licensed collector who knowingly -
makes any false statement or representation with respect to the information required by
the provisions of Chapter 44 of Title 18 to be kept in the records: of a person hcensed

: under this chapter :

9, _Title 18, United States Code, Section 921(a)(3), defines a firearm as any weapon which =~
will or is designed to or may readily be conveited to expel a projectile by the action of an -
~ explosive; the frame or receiver of any such weapor.

10. A Federal F irearms License (FFL) is a license that enables an individual or a company to
~ engagein the business pertaining to the manufacture and/or sales of firearmsand . =
ammunition.! Havmg an FFL is a prereqms1te to be “engaged in the business™ of ﬁrearm .

sales.

1. Title 18 ,Un'ite'd. States Code, Section 921(a)(11)(A) defines the term “dealer” as meaning
any person engaged in the business of selling firearms at wholesale or retail.

12 Title 18, United States Code, Section 921(C) defines “engaged in the business” as applied
toa dealer in firearms, as defined in section 921(2)(11)(A), a person who devotes time,
attention, and labor to dealing in firearms as a regular course of trade or busmess with the
pr1n01pa.1 objective of livelihood and profit through the repetitive purchase and resale of
firearms, but shall not include a person who makes occasional sales, exchanges, or
‘purchases of firearms for the enha.ncement of a personal collectlon for a hobby, or who
sells all or part of his personal collection.

I The term FFL is used to mean both a federal firearms license and a federal firearms licensee. The term will be
used interchangeably throughout this affidavit. : .
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13. Title 18, United States Code, Section 921(22) states that the term “with the principle
objective of livelihood and profit” means that the intent underlying the sale or dispositibn
- of firearms is predominantly one of obtaining livelihood and pecuniary gain, as opposed
to other intents, such as improviﬁg or liquidating a personal collection: Provided, the -
ptoof of profit shall not be required as to a person who engages in the regular and |
repetiti\}e purchase and disposition of firearms for criminal purposes or tefrorism. -

‘ California Law and Off Roster Firearms .

'14. California Penal Code Section 12125 and 12126 address the definition of “off roster

firearms.” In summary, a handgun sold by an FFL must be on the approved roster of

firearms in the State of California. However there is an exemption that allows peace
~ officers to purchase off roster firearms. | R

15. During the. course of this investigation, Supervising Special Agent Blake Graham assisted
in the process of determining which firearms are “off roster” firearms. S.upervising'A'gent :
Graham explained to your affiant and TFO Halstead how to determine which firearms are
“off roster” firearms by utilizing a link on the California Department of Justice website.

N (http://certguns.ddi.ca.gbv). Supervising Agent Blake Graham is a sworn California

_peace officer employed by the California Department of Justice (DOJ). Agent Graham is -
assigned tothe Bureau of Firearms where his duties include, but are not limited to,
conducting investigations on violations of California’s firearms statutes and criminal

_ investigations involving businesses with a federal firearms license (FFL). Agent Graham

_ isinvolved in the process of approving what handguns may be sold in the State of
California and amending the roster of approved handguns certified for sale in California.
With the assistance of Agent Blake Graham, ATF TFO Greg Halstead and I utilized the

. California Department of Justice website to determine whether a handgun or pistol was
an “off roster” firearm. In this' Affidavit where it is noted that a handgun or pistol is an
. “off roster” firearm, that dgtermina'tion was made by TFO Halstead and myself. A
- Addiﬁonally; all photdgraphs of firearms contained in this Affidavit were determined to .

be “off roster” handguns except the photograph of the rifle contained on page 36.

16. Theréfdre, this affiant believes that there.is substantial dema.ﬁd in the firearms market to

obtain off roster handguns as only peace officers may purchase the new handguns.

:17. California Penal Code Section 12070(a) states that no person shall sell, lease, or transfer
firearms unless he or she has been issued a license pursuant to Section 12071. Any :
péi'son who violates this section is guilty of a misdemeanor. However, this section does

~ not prohibit the “infréquent” sale and/or transfers of firearms.
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19

20.

21

22.
_ knowledge, but.it is also based upon information provided to me by other law

Cal1forma Penal Code Section 12070(c)(1) deﬁnes mfrequent” sales or transfers of

. pistols,, revolvers, and other firearms capable of being concealed upon the person, as less

than 6 transactions per calendar year. For this purpose “transaction” means a single sale,
lease, or transfer of any number of plstols revolvers or any other firearm capable of

. bemg concealed upon the person

Ryan McGOWAN is in violation of Cal1forma Penal Code Section 12070(a).
. McGOWAN has conducted 10 pr1vate party transactlons in 2010 and 8 pnvate party
transactions in 2011." : ~

Thomas LU is in violation of California Penal Code Section 12070(a). LU has conducted _
9 pnvate party transactions in 2011 ' ' _

. The sellmg, lending and/or giving of a hlgh capacity magazme isa felony violation of the

California Penal Code Section 12020 (Unlawful carrying and Possession of Weapons). A
high capacity magazme isa magazme capable of holding more than 10 rounds of
ammu.nluon . ' :

Scope of Regues‘tedA'Se'arch Warrant
The mformatlon set forth in this Affidavit is based in part, upon my own personal '

énforcement officers and reports generated by other law enforcement personnel. Because
this Affidavit is presented for the limited purpose of setting forth probable cause for the
requested search warrant, I have not necessarily included every fact known to me through
this investigation. Ihave set forth only those facts necessary to establish probable cause

_ to believe that contraband, fruits of the crimies, and other items 1llegally possessed, |
- property designed for use, intended for use, or used in committing the offenses outlined

23,

in this Affidavit and in particular, those items listed in Attachment B will be found at the
locations requested to be searched more fully described, and mcorporated by reference in

' Attachment Ato thls Afﬁdavrt

Based on the ev1dence set forth in this affidavit. there is probable cause to beheve that

‘evidence of the foregoing crimes are likely to be found on or at the following persons,

vehicles, lockers and res1dences each of which is more part1cularly describedin -
Attachment A, which is mcorporated in the search warrant as though fully set forth

herem

'a Persons: - . ' ' '
Ryan McGOWAN (heremafter “McGOWAN”), date of bn'th

’ .
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Thomas LU (hereinafter “LU”), date of birth, -
Darryl DEG_UZMAN, (hereinafter “DEGUZMAN”), date’of birth,

Robert SNELLINGS, (hereinafter “SNELLINGS”), dste of birth;

?

- Christopher LENERT, (hereinafter “LENERT”), date of birth, -,
and- , S ' ’ ' -

* Christopher KJELLBERG, '(hereinafte: “KJELLBERG"), date of birth,

»
H

b Vehicles: 2006, black Lexus Cahforma 11cense plate - (registered to -
McGOWAN per California Department of Motor Vehicles database records);
2006 white, Lexus, California L_1cense plate- (registered to LU per -
California DMV database records); and any and all vehicles found to beinthe
care and control of all listed subjects in Attachment A at the time of the executiorfil '
of the search warrant and evidenced by DMYV registration, suspect or witness
statements as to the actual use or possession of the veh.lcles(s) or possess1on of
the vehicle key(s).

c. Lockers The lockers of McGOWAN LU, and DEGUZMAN located at Rio
Consumes Correctional Center (RCCC), 12500 Bruceville Road Elk Grove, .
_ California and the locker of LENERT, located at the Sacramento Reglonal Transit
District Headquarters, 1400 29th Street Sacramento California as descnbed mn .

Attachment A.

d. ReSIdences:

‘The res1dence of Ryan McGOWAN - Elk Grove,

: California; .
- The restdence of'Thom‘as LU, _ Elk Gi'ove, California;
The res1dence of Darryl DEGUZMAN — Elk GTOVC -

Ca.hforma .
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" The residence of Robert SNELLINGS, (NN, Roncho Murietz,
California; 4 , ' N l B a
~ The residence of Christoph'ei‘ LENERT, — Sacraﬁénto,
© California; . o S -
The residence of Chistopher KJELLBERG, [ RN, Rockin.
California; - o '

_e. Business:

The busi;iess préﬁ‘:ises of SNELL]NGS’ F[REARMS, -2'675’La.nd Avenue,- :
Sacramento, California; : SRR

24, Tt is my belief that those items listed on Attachment B-1 through B-23 attached hereto
' ‘may be found on the persons and locations described in Attachment A attached hereto. I
base this belief on the information set forth in this Affidavit, niy training and experience,
“and the experience of the law enforcement officers with whom I have consulted.

Primary Subjects of Investiéation

25. Ryan MCGOWAN isa 30 year old male emplbyed the Sacramento Coﬁnty Sheﬂffs =
. Department as a deputy sheriff. MCGOWAN has utilized the screen names “SacDep”
‘and “dldeguz” on'the CalGuns We_bsite. v MCGOWAN has sold three firearms to ATF

undercover agents.

26. Thomas LU is a 41 year old male employed by the Sac_raménto County Sheriff’s
Department as a deputy sheriff. LU has utilized the screen name “Teabag” on the.
CalGunis website. LU has sold nine firearms to an ATF undercover agent.

27. Robe'rt SNELLINGS is a 62 year old male whb’ possesses a Federal F‘ireafm Licensee -
" (FFL) for SNELLINGS’ FIREARMS. SNELLINGS:has sold and/or transferred 33
* firearrns to MCGOWAN and 29 firearms to LU between 2008 to the present.

28. Darryl DEGUZMAN 1s a 31 year old male employed by the Sacramento County She,riff”sv

Department as a deputy sheriff. 'DEGUZMAN has utilized a screen name of “dldeguz” '
on the CalGuns website. : ' S o ,
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29.

Chrlstopher KJ ELLBERG is a 40 year old male employed by the Rosevﬂle Police
Department as an officer: KIELLBERG has private party transferred five off roster .

’ Aﬁrearms to individuals Who could not otherwise legally purchase the firearms.

30.

31.

32.

.33,

Chrlstopher LENERT is a 30 year old male who is employed by the Sacramento Police

Department as an officer. LENERT has private party transferred 2 off roster firearms to

- individuals who could not otherwise legally purchase the firearms.

Overview of Investigation

OnJuly 1, 2.01'1., ATF Task Force Of.ﬁcer‘(TFO) Greg Halstead and your affiant spoke
with the owner-of a gun store who isan FFL located in Sacramento County.

The owner stated that he/she Wanted to advise TFO Halstead and your affiant about an
individual who had conducted an unusual amount of private party transfers (PPT) of

'ﬁrearms at hrs/her business.

The owner provided TFO Halstead and your affiant with copies of internal store
documents summarizing the transactions made by an individual named Ryan

‘ McGOWAN Included in the photocopies were a Sacramento County Sheriff’s

34.

35.

‘identification card and a Cahforma DMV driver’s license belonging to Ryan

McGOWAN.

The documents revealed that Ryan McGOWAN has prlvate party transferred 9 ﬁreanns
between July 2009 arid June 2011 through the FFL that contacted us. :

Ryan McGOWAN is identified per the Sacramento County Known Person File (K.PF) as

follows: - male = approxrmately.pounds, .1a1r and-eyes with a

~ date of birth of

36

Further investigation revealed that McGOWAN is employed as a Deputy Sheriff W1th the
Sacramento County Sheriff’s Deparhnent (SSD). McGOWAN has been employed by

~ SSD since 2008 and is cutrently assigned at the Rio Consumes Correctlonal Center

- 37.

(RCCC)

A query of AFS (Automated Firearms System) md1cates that McGOWAN has purchased_ -

~ 41 (handguns) firearms since 2008. Of the 41 firearms, McGOWAN has pr1vate party

transferred 25 firearms. Nineteen were private party transferred within one year of the

+ initial purchase and of the 19 firearms, 5 of the firearms were prlvate party transferred

within 4 weeks of the purchase :
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38.

39.

Dealer Record of Sale (DROS) records show that 33 of the 41 firearms obtained by
McGOWAN were transferred to him through SNELLINGS’ FIREARMS.

The AFS system maintains: records for purchases and trausfers of handguns sales only.

- There is no automated record keeping system that records the purchases and/or transfers

40,
©The duties of an Industry 0perat1on Investigator (101) include qualification and

of rifles. Based on the lack of an automated database, your affiant is unable to determine -
thé number of purchases a.ud subsequent transfer, if a.ny, of long guns, by. McGOWAN
and Thomas LU

ATF Area Superv1sor Roger Root isa Super'visor for I_udustry Operations Investigators.

- compliance inspections to determine if the Federally licensed entities in the ﬁrearms and .

41.

explosives industries are following;the laws and regulations that’ affect their respective
industries. ATF IOI Supervisor Root reviewed ATF records and veriﬁed that -

‘McGOWAN does not possess a Federal Firearms_License.

Www'.CalGuns.nhet :

WWW CalGuns. net is a social media Webs1te that is designed for the ﬁrearm community in

~California. It contams a variety of forums in which people can post information,

- 42,

' quest10ns and sales of ﬁrearms One of the forums is titled “private firearm sales.”

McGOWAN and “SacDep”

‘During the course of the mvest1gat10n TFO Halstead checked the. Calguns webs1te to see

if he could locate any posting for firearms by McGOWAN. While searching the website

TFO Halstead discovered a subject posting under the screen name “SacDep.” There were

several postings by “SacDep” of firearms that were the same kind owned by

- McGOWAN. Some of the dates for firearms listed by “SacDep” for sale are close in time

to when DROS records indicate McGOWAN private party transferred the same type of
firearm. “SacDep” also listed his location as Sacramento and his occupation was listed as
“Sacramento Department of Human Waste.” Tt is my opinion a.nd the opinion of TFO
Halstead that “SacDep” is short for-Sacramento Deputy, since MCGOWAN is a
Sacramento County Sheriff’s Deputy. The CalGuns website is divided up into NUMeErous

'~ forum topics. The forums are divided up into threads. A thread is an online conversatlon

discussing a part1cular topic. A thread is started when someone begms a new topic on the
forum. There were approxmlately 25 new threads started by “SacDep in a variety of

. different forums. I will include some of the postings by “SacDep” that led TFO Halstead
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and I to believe that the person posting under the screen name “SacDep” was Ryan
McGOWAN | ‘ ‘ -

43 One of the forums is t1tled “CalGuns LEO’S.” ' LEO is a well known acronym for Law
Enforcement Officer. I located a thread started on- the CalGuns LEO’S forum by
‘“SacDep.” The posting was dated 06-09- 2009 and titled “off-list plstols” and the
fo llowmg text was written: -

What is the rule/law for sellzng? Is there a time. that has to pass or a certain number of
- pistols every year? If you know of the penal code that explazns it please let me know.
" thank you . .

44 On 09 04-2009 in the “Ca.hforma handguns” forum, “SacDep” started the followmg
thread:
Scenario: Cop buys off list gun and keeps it for a month Cop decides to sell gun to non,
cop buddy (PPT). Non cop buddy keeps gun for a month. Non cop buddy decides to sell
* - gun to non cop CalGuns member. Two non cops go to FFL to do PPT

Does. the gun need to be single shot for the transfer? Please only comment zf you are
] 00% sure of what you are talkzng about Thanks in advance.

. 45. On 02-22-2010 in the “Private Fu'earms Sales” forum, “SacDep” started a thread where
numerous firearms were advertised over a period of time. The thread started on 02—22-
2010 and the last posting on the thread by “SacDep” was on 10- 01- 2010 I cop1ed some -

of the postmgs and pictures from the forum added them below: SN

Lalso have.a NIB GSG- 5PK for sale. It is available for PPT in Sacramento Area for

‘ $479. It does not have a maglock You will need to acquire a maglock or accept .

o separated ina couple pieces. Comes with factory case and accessories. .

Sprzngf eld XD .45 GAP-Used. shoots great. im not sure how many rounds I have put

through it. Ammo is a tad expenszve so it szts inthe safe comes wzth everythzng pzctured U

$400 -
I WI// travel for PPT for the r/ght pr/ce

- *%Byyer pays DROS for all transact/ons**

Page 9 of 63



=i=-"‘P]‘io’t'o"graprh of ﬁrea:m postiﬁg listed above* -

46. Based on DROS records which I have reviewed, I know that at the time of this posting
McGOWAN owned a GSG-5PK pistol and Springfield XD .45 caliber pistol.
MeGOWAN purchased one of the GSG 5PK pistols on 07-30-2009 and the second one
he didn’t purchase until 03-25-2010, not long after this ad was posted. o
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47. On 03- 16 2010 at 2:53 PM “SacDep” posted “bn‘ new gun added.” The next posting is
by a CalGuns member with screen name “Friar Tuck”. On 03-16-2010, at 3:05 PM, _
“Friar Tuck” posted: “How much for the 5.72?” The next posting is by “SacDep on 03-

~ 16-2010, at 3:35 PM, where he posted: “trade-something equally awesome. ”On 03-18-
2010 ““SacDep” posted “added a PLR 16 to the table.” 2

48. Sometlme between 02-22- 2010 and 03-29-2010 “SacDep” added the followmg post a.nd-
plctures

Original ly Posz‘ed by SacDep & -

 OMG still for sale? Yes. It is a used but in greaz‘ condznon Intratec AB 10 wzz‘h non

' thréaded/shrouded barrel. comes with a 30 round rebuild kit which will have to be
converted to a 10/30 round, PPT only in Sacramento area (not at The Gunroom (they
suck), or Wzldell s (won't DROS)). Please make sure you have an FFL who will DROS
this gun. River City and Snellings are the only two I know who will do it. Willing to trade
- for something equally awesome but I prefer to sell. 579 firm!!!] Thanlcs for loolang

 this is how the gun looks now. ,

**Photograph of firearm posting listed above**
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this is how iln_ybother one looks after I z'nsz‘dlle'dé Tec-9 upper and hogue slip on (gives you an

*Does not come with case or 10 round mag shown in picture*
_**%Photograph of firearm listed above** -
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Also for trade is a Beretta 92D C_’en’turion-9MM pistol. Functions perfectly but has some
holster wear. It does have night sights but they are kinda dim.- U can definitely use them
at night though. This gun is DAO. Not looking for anything specific. No case or original
paperwork. . S ' A L

**photograph of fire._arm posting listed above**
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USED Keltec PLR-16.223 pistol. does not come with Eotech or 10/30 magazine. It will
come with a 10 round magazine and everything else shown minus the carpet. Sounds

amazing. Trade

- i e
**photograph of firearm posting listed above** N
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Slightly used FN 5.7. Works and looks greaz‘.- Comes with everyfhing you see. Mags will
need to be made-to 10 rounders. Trade 4 s
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Also, Magnum Research Micro Desert 'Eagle. Gently used. Gre&t condition. Tm prz'-cz'hg it
along with the others I have seen for sale around here. Comes with original case and
whatnot 3750 OBO NO TRADES .

" x*photograph of firearm posting listed above**
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- 49. On 03 21-2010 “SacDep updates-the thread by postmg “bit, przces added.” On 03-22- .

2010, “SacDep™ posted: “5. 7SPF " On 03-23-2010, “SacDep” posted: “FN 5 7 sold

*novanryder”

50 I know that SPF stands for “sold pending funds” and the 5.7 is refernng to the FN 5.7

pistol. This posting also led me to believe that “SacDep” was the screen name being used
by McGOWAN. DROS records show that McGOWAN did a private party transfer of his
FN 5.7 pistol on 03-23-2010 one day after “SacDep” posted the gun was sold. After
McGOWAN sold this FN 5.7 pistol, he purchased a second one on 04-12-2010.°

" McGOWAN later private party transferred the second FN 5. 7 pistol on 06-29-2011.
" Purchasing a second FN 5.7 pistol within three weeks of selling the first one is unusual -

51.

unless you are engaged in the business of selling firearms.

Oh 03-28:2010, “SacDep” posted: “92d sold and added the MPA 930 aka the bumbfire

- king!” DROS records show that McGOWAN did a private party transfer of a Beretta,
. model 92D, on 03-31-2010. DROS records show that at the time of this posting '

5.

McGOWAN also owned a MPA 930 pistol.

On 04-05-2010, “SacDep” posted “bump with 2 new guns. ” There were no photographs
of the firearms on the thread at the time TFO Halstead discovered the posting. A person
posting on the thread has the ab1l1ty to delete or modify their postings. It is common for
some posters to delete their posting once their firearms are sold. Based on the. mformatmn
in the nekt three paragraphs, I believe the posting on 04-05-2010 for two new guns by

' “SacDep was for an H&K p1st01 and a Springfield model X'DM 9mm pistol.

53,

On 04-05- 2010 a person W1th the screen name, manuelcardenas77 posted “Nzce guns
brol.' I like the HK but too00000 far.” The next posting is by a person with screen name,

~ jIh95811, which states: “Just out of curiosity what caliber is the XDm 3.82” The next
~ posting is by “SacDep”, which he replies: “Sorry..9mm”. On 04-06-2010, “SacDep”

posted: “XDm SPF” (sold pending funds). On04-07-2010, someone with the screen

. name “killzone45” posted the following question: “SO is the XDm actually sold or just

pending? To which “SacDep responded by posting on 04-07- 2010: “Sold today to a
great buyer! Tl let you know if my buddy decides to get rid of his.” DROS records show :

' that McGOWAN did a private party transfer of a Springfield XDM pistol on 04-07-2010.

'54

DROS records show McGOWAN purchased the Springfield XDM approximately 12
days earher on 03 25 2010. It is unusual for someone to buy a firearm and then sell the
ﬁrearm 12 days later ‘unless you are’ engaged in the business of selling firearms.

Tt should be noted that DROS records show McGOWAN purchased a second Sprmgﬁeld :
 XDM on 04 12 2010, only five days after selling the first XDM. The purchasmg ofa .
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sepOnd Springfield :}GD'M just five days after selling the ﬁ_rsf one is unusué,l unless you are
engaged in the business of selling firearms. On 06-29-2010, “SacDep” added the second -

‘Springfield XDM by posting: “Imm XDm 3.8 added!” On 08-08-2010, “SacDep”

. posted: “XDM sold.” DROS records show the second Springfield XDM was private N

55.

party transferred by McGOWAN on 08-07-2010.

‘On 04-07-2010, | “SacDep‘” posted: "HK SPFto mlatino?’.lThis posting shows the HK

" was sold pending funds to the person with screen name Mlatin6. On 04-08-2010,

“SacDep” posted: “HK sold.” DROS records show that McGOWAN private party

 transferred an H&K pistol to a Matthew Latino on 04-08-2010. I believe the screen name

56.

57.

Mleitiﬁo belongs to Matthew Latino and this further supports thé conclusion that
“SacDep” is the screen name used by McGOWAN. - :

On 06-28-2010, “SacDep” posted: “Micro desert eagle sold. Chrome..504E sold. I have '
a black .50AE available. No pics yet.” Based on the DROS records, I know that

McGOWAN did a private party. transfer of Micro Desert Eagle pistol on 06-27-2010 and
one chrome .50 caliber pistol on 07-10-2010. " - : S -

' July 15,2011 - UC Meet With MCGOWAN

On J uly .'2',..201 1, acting in .an undercover capacity, ATF TFO Halstead made contact with
an individual later identiﬁed as McGOWAN on the CalGuns website. ATF.TFO ‘
Halstead expressed interest in an Uzi pistol via private messaging. The screen name

"'listed.on CalGuns was “dldeguz.” On July 10, 2011, “dldeguz” accepted an offer of =

$1300 for an off roster Vector Arms, 9 imillimeter pistol. “dl‘dguz”i stated on private

- message that his name is Ryan and could be contacted at 209-481-0968.

58.

On July 15,2011, acting in an urider"cover (UC) capacity, an ATF Special Agent
(hereinafter referred-to as UC#1) met McGOWAN at River City Gun Exchange in the

. City of Sacramento in the parking lot, which was videotaped/recorded. UC #1 viewed a

DMV photograph.' of McGOWAN prior to meeting him at the store and subsequently

~ positive identified the pérson he met in the parking lot as McGOWAN. McGOWAN told
" UC #1 tHat he was running late because he just sold a rifle to someone else just before his

meéting with UC #1. McGOWAN allowed UC #1 to view and manipulate the Uzi.

McGOWAN gave disassembled magazines capable of holding 25 rounds of ammunition
to UC #1. McGOWAN informed UC #1 that he could transfer a high capacity magazine .

" as long as it was not put together: McGOWAN provided instructions to UC #1 on howto

assemble the magazines so they had the capacity to hold more than 10 rounds of

" ammunitions and then told UC #1 to place the magazines in his vehicle before they
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59.
. Exchange, McGOWAN informed him that a transfer of money inside the store would

entered River City Gun Exchange. McGOWAN assembled one of the high capacity -
magazines together and gave itto UC #1 intact. California law prohibits the transferring
of high capacity magazines. Transferring high capacity magazines is a felony.violation
of California Penal Code 12020(2)(2). ‘ ’

When UC #1 attempted to ‘walk with the firearm towards the entrance of River City Gun

" result in taxes collected by the store for the sale of the firearm. UC #1 consented to

60.

. paying McGOWAN:$1300 in cash for the Vector Arms, Model HR4332, 9mm pistol,

serial number 507102 in the parking lot and then entered the store with McGOWAN to
complete the private party transfer. Co o : ‘ 3

After the transfer was completed at River City Gun Exchange, UC #1 and McGOWAN
exited the store.” An unidentified Asian male exited the store and walked up to
McGOWAN and expressed interest in purchasing a Vector Arms. The Asian male -
identified himself as “Ton” and then asked McGOWAN how he was able to procure the
Uz‘.i;pistol‘. McGOWAN informed Ton that he was a “cop” so he could procure these
items and transfer them to_'UC #1. McGOWAN continued to inform Ton that
disassembled high capacity magazines are ok to transfer. Moreover, McGOWAN stated

_that it was up to the “transferee” Whaf they wanted to do once they were in possession of

- **Firearm puichésed on July 15® 2011%

the high capacity magazines. McGOWAN took Ton’s phone number and said he would .
put him in contact with his friend that has similar Uzi type pistols for sale. :
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61.

- August 4, 2011 - UC Meeting with McGOWAN

On July 22, 2011, TFO Halstead acting in an undercover capac1ty made contact with
McGOWAN on the CalGuns webs1te TFO Halstead communicated with the screen

-name “d.ldeguz” via private messages. McGOWAN had an off rostér MasterPiece Arms,

MPA?22, :22 caliber pistol, for sale on CalGuns for $350. Acting on behalf of UC #1,
TFO Halstead negotiated a deal for the firearm and set up a meeting for August 4,2011,

. to pay for and transfer the firearm.

62.

On August 4 2011, UC #1 met McGOWAN at River City Gun Exchange and purchased |
a MasterPiece Arms, MPA 22, .22 caliber pistol, serial number J5573, in the parking lot.
for $350, which was v1deotaped/recorded McGOWAN also provided UC #1 witha
disassembled high capacity magazine and again showed UC #1 how to assemble. the -

' magazine together. McGOWAN again instructed UC #1 to put the high- capacrty

64.

magazines in his vehicle prior to entering R1ver City Gun Exchange. UC#1 and
McGOWAN entered River City Gun Excha.nge and conducted a pnvate par'ty transfer of
the firearm from McGOWAN to UC #1. "

'Durmg the meeting on August 4 201 1, McGOWAN told UC #1 that he usually schedules
" all of his firearm deals on the same day. McGOWAN asked UC #1: “do you have any

friends looking for a mini Uzi like the one you got from me?” McGOWAN was
referencing the firearm that UC #1 purchased from him on July 15,2011. McGOWAN
stated that his “buddy has one for sale.”” UC #1 told McGOWAN he would ask around
and would contact him at a later time. During the course of this investigation, UC #1 .
expressed interest in obtan:ung a specific firearm, a Ruger, LCP, .380 caliber ha.ndgun,
from McGOWAN. However, McGOWAN was unable to prov1de the specrﬁc firearm for -

.UC#l

Ona later date,’ McGOWAN placed UC #1 in contact with Thomas LU. McGOWAN
stated that LU may have firearms in h1s mventory that the UC#1 Would be interested in -

purchasmg
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. **Purchase on August 4% 001 1%*

September 9, 2011 - UC Meeting with McGOWAN

65. On September 7, 2011, acting in an undercover capacity, TFO Halstead made contact
with McGOWAN on behalf of UC #2 on the CalGuns website communicating via private’
messages with the screen name “dldeguz”. McGOWAN postiﬁg under the screen name

- “dldeguz” listed an off roster Desert Eagle, gold plated with tiger stripes, .50 caliber -
. pistol for $3000. TFO Halstead negotiated the price down to $2950 utilizing private -

messaging on the CalGuns website for the Desert Eagle, .50 caliber pistol. .

66. On Séptember 9,2011, an ATF undercover agent (hereinafter referred to as UC #2), met
. with McGOWAN at Wild Bill’s Old West Trading Company located at 10490 East
Stockton Blvd in Elk Grove, California. MCGOWAN arrived in a 2006 black, Lexus4
door sedan, with California license plate_ Per the California Department of

: 'Motolr Vehicles (DMV), the vehicle is registered to Ryan McGOWAN -

67. McGOWAN gave. UC #2 a discounted price of $2900 (instead of $2950) for a Magnum
Research, Desert Eagle, .50 caliber pistol, serial number 36205 661, while in the parking
lot, which was videotaped/recorded. McGOWAN told UC #2 that the business would
charge sales tax if the sale is conducted inside the business. After MCGOWAN counted
out the cash, UC #2 and McGOWAN entered Wild Bill’s Old West Trading Company

and completed a private party transfer of the firearm from McGOWAN to UC#2.
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68. A query -of AFS shows that McGOWAN purchased the Magnum Research Desert Eagle
.50 caliber pistol, serial number 36205661, from Personal Defense Weapons on August
16,2011. Corisidering the California 10 day waiting period, McGOWAN would not have
been able to pick up the firearm from Personal Weapons Defense until August 26, 2011.
He posted it for sale on CalGuns for $3000 under the screen name of “dldeguz” on
September 7,2011. Hence, McGOWAN could have only possessed the firearm for no
.more than 13 days before po sting it for sale. '

69. TFO Halstead contacted an employee named “Dan” from Personal Defense Weapons via
telephonie. Dan stated that the above listed firearm is listed for approximately $1877 at
thrs time. Dan stated that this type of firearm needs to be custom ordered.

70. Based on my training and expenence and 1nformat10n relayed to me by agents/detecnves,
I know that persons who purchase firearms retain the firearms for indefinite periods of .
 time because of their intrinsic and monetary value. McGOWAN possessed the above
listed firearm for a very short period of time which would be more common for someone
who is engaged in the business of firearm sales. In thrs spe01ﬁc case, McGOWAN was
able to make a profit from the sale of this off roster firearm due to the drfﬁculty of
obta1mng this firearm by non law enforcement personnel. -

#*Purchased on September 9t 20114+
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_ Suspicious Transactions of Firearms made by McGOWAN |
A. Multlple Purchases on Same Date

71. On nummerous occasions Deputy Ryan McGOWAN has purchased multiple handguns on
the same day. People engaged in the busmess of dealing firearms or trafficking firearms
will often purchase multiple firearms at once. California Penal Code Section 12072(2)(9) |
prohibits a person from buying more than one handgun frorn a FFL within any 30 day
penod Howaever, law enforcement officers in California are exempt from the law and

 therefore can purchase as many handguns as they wish within a 30 day period. A review

. of the DROS (Dealer Record of Sale) and AFS records show the fo]lowmg multlple

o handgun sales made by McGOWAN

May 18,2000 .
» MasterPiece Arms, model MPAIO .45 caliber (off roster handgun)
e Leinad, model PM11, Smm (off roster handgun)
. Intratec model AB10, 9mm (off roster handgun) -

Tuly 2, 2009 |
o Intratec, model AB10, 9mm (off roster handgun)
o Sturm & Ruger, model LCP, .380 caliber (off roster. handgun)
e Kel Tec, model PLR1 6', 223 caliber (off roster handgun)
e Kel Tec, model PLR16, .223 caliber (off roster handgun)

. July 30%, 2009 | 3
° Group Industrles model GSG SPK, 22 cahber (off roster

- handgun) ,
e Magnum Research, model M1cro Desert Eagle 3 80 cahber (off

roster handgun)

| August6",2000
o . Intratec, model Tec-DC9, 9mm (off roster handgun) -
. MasterPiece Arms, model MPA 10, 45 cahber (off roster

handgun) -
" e MasterPiece Arms, rnodel MPA 93OSSTX 91nn1 (off roster

- handgun)

| August 19th 2009
. : o Springfield, model XD, .40 cal;ber
C "o Smith & Wesson, model 442, .38 caliber
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‘March 25%, 2010
. Group Industnes model GSP SPK, 22 caliber
° Sprmgﬁeld Armory, model XDM, 9mm (off roster handgun)

- April 12%, 2010
e Fabrlque Natlonale (FN), model 57, 5.7 x 28 caliber
e Spnngﬁeld Arrnory, model XDM 9mm (off roster handgun)

. September 2, 2010
e IMI, model Desert Eagle, 50 caliber (off roster handgun)
¢ KelTec; model PF9, 9mm (off roster handgiun)

. September of 2010
. MasterP1ece Arms, model MPA 22, .22 cahber (off roster

. handgun)
o Group Industries, model HR4332, 9mm (off roster handgun)

B. ‘Multil)le Purchases of Same Mak‘e, Model, andICahber

72. McGOWAN has also purchased multiple ﬁrearms that appear to be the same make,
model and caliber. People engaged in the business of selling or trafficking firearms often
- will purchase multlple firearms of the same make, model and cahber Below isa
sumrnary of some of the transactions: '

: : 5 0 cahber Desert Eagle handguns -
73. McGOWAN has purchased/obtamed five (5) IMI, Desert Eagle, .50 cahber handguns He
has private party transferred four of the five and has the fifth one on consi ignment at a.
'FFL. These five firearms are not on the approved list and are off roster handguns for sale

~in Cahforma

74. On 08- 16 2011, McGOWAN purchased a.50 caliber Desert Eagle froma Personal ,
Defense Weapons (FFL) for approximately $1877. On 09-07- 2011, McGOWAN listed a
' Magnum Research, Desert Eagle, .50 caliber for sale on the CalGuns website for $3000.
On 09-09-2011,UC #2 purchased the .50 caliber firearm from MCGOWAN for $2900.
Based on the serial number I was able to confirm the .50 caliber Desert Eagle purchased
by UC #2 was the same .50 callber Desert Eagle McGOWAN purchase approxunately 25

- days earlier.
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75. On 09-02-2010, McGOWAN purchased an ML, . .50 cal1ber Desert Eagle gold in'color,
‘ handgun from SNELLINGS’ FIREARMS. McGOWAN pr1vate party transferred (PPT)
the same firearm on 04-08-20 11 It appears this .50 caliber was ; listed. for saleonthe .
CalGuns website under the screen namie “dldeguz.” The ad was posted on 04-07-2011,at .
3:56 AM, and the postings indicate it was sold a short time later at 6:16 AM. There was a

picture of the firearm and the followmg_ text in the ad:

. “THIS GUN IS STILL AVAILABLE UNLESS OTHER WISE NOTED. $2600 OBO T/tanU/m
Gold Tiger Stripe Desert Eagle in like new cond/t/on Only shot one magazme through
it.-Not a scratch on it. Comes with box, paper work and fired shell from factory. You
can not buy these new right now. If you think you can, go ahead and try PPT in Sac
_area Buyer pays DROS, Thanks for looking.” :

' **F1rea1'm postmg as hsted above**

“76. On 07-22-2010, McGOWAN purchased an IMI 50 caliber Desert Eagle, gold in color
handgun from SNELLINGS’ FIREARMS McGOWAN private party transferred the

same firearm on 03-26- 2011

7. On 05-24- 2010 McGOWAN purchased an IML, .50 caliber Desert- Eagle black mcolor, :
handgun from SNELLINGS’ FIREARMS McGOWAN pnvate party transferred the :

same ﬂrearm on 08- 04 2010
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78.On 04-01-2010, McGOWAN purchased anTMI 50 caliber Desert Eagle, chromein .
color, handgun from SNELLINGS’. FI'REARMS McGOWAN pnvate pa.rty transferred
.’rhe same firearm on 07-10-2010. : A

. Fabrlque Natlonale
79. McGOWAN purchased two Fabrique Nationale (FN), model Five Seven handguns from
SNELLINGS’ FIREARMS and later private party transferred both of the them.

80. On 03-30-2009, McGOWAN p‘urchased/ohtained one of the FN handguns, He private
party transferred the same firearm on 03-23-2010. Then on 04- 12-2010, McGOWAN
purchased/ obtained another FN handgun. He private party transferred ’rhe second FN -
handgun on 06-29- 201 1to another person : :

: Group Industnes GSG SPK
81. McGOWAN purchased two Group Industries, model GSG 5PK,..22 caliber handguns
" from SNELLINGS’ FIREARMS. Thete is no record of McGOWAN private party
transferring either of thesé handguns However “SacDep” has posted one for sale on
. CalGuns. - -

Group Industnes model HR4332

82. McGOWAN purchased two Group Industries, model HHR4332 handguns from
SNELLIN GS’ FIREARMS and later pr1va.te party transferred both of ’rhe firearms.

83.0n 09 09-2010, McGOWAN purchased one of the.Group Industries, model I—]R4332
handguns. On 06-24-2011, McGOWAN private party transferred the same handgun to
- another person..

84.On 02-15- 2011, McGOWAN purchased a second Group Industrles model I—]R4332
- 0n'07-15-2011, McGOWAN sold this same firearm to UC #1. .

Intratec model AB 10
- 85. McGOWAN has purchased two Intratec, model AB-10 handguns from SNELLINGS’
FIREARMS and later private party transferred both of them. :

86,01 05- 18-2009, McGOWAN purchased one of the Intra.tec model AB-10 handguns

McGOWAN then private party transferred the same handgun on 08- 28-2010 to another
person. :
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87.

38.

89..

On 07-02-2009, McGOWAN purchased the second Intratec, rnodel AB 10 handgun

- McGOWAN then private party transferred the same handgun on 08-28-2010 to another
. person

These two AB-10’s were transferred to two ‘different people.

- Kel Tec PLR 16
On 07-02- 2009 McGOWAN purchased two Kel Tec, model PLR 16 handguns from |
SNELLINGS’ FIREARMS. McGOWAN private party transferred one of the Kel Tec '

‘ handguns-on 07-21-2009 to another person. Then on 10-26-2009, McGOWAN purchased

90.
91.

92.

93,

a third Kel Tec, PLR 16 handgu.n from SNELLINGS’ FIREARMS. McGOWAN private
party transferred the third Kel Tec to another person on 09 11-2010.

Magnum Research Micro Desert Eagle
McGOWAN has purchased two Magnum Research, model Micro Desert Eagle handguns |
from SNELLINGS’ F]REARMS and later pr1vate party transferred both of them

On 06-18- 2009 McGOWAN purchased one of the Micro Desert Eagles and then pr1vate
party transferred the same handgun to another person on 07-07- 2009 ‘

On 07-30- 2009 McGOWAN purchased the second Micro Desert Eagle and then pnvate
arty transferred the same handgun to another person on 06-27-2010.

' MasterP1ece Arms, MPA 10
McGOWAN has purchased two MasterPiece Arms, model MPA 10 handguns from

- SNELLINGS’ F IREARMS He later private party transferred one of the two-handguns to_
" another person ' .

94.

'McGOWAN purchased one on 05-18- 2009 and the second one on 08-06- 2009 The gun = - -

hie purchased on 08-06-2009 was pr1vate party transferred to another person on 04-08-

- 2010.

95.

: Sprlngﬁeld Arrnory
McGOWAN purchased two Sprmgﬁeld Armory, model XDM handguns from

SNELLINGS’ FIREARMS. McGOWAN purchased the first orie on 03-25-2010 and then

_on 04-7-2010, he private party transferred that handgun to another person. Shortly aﬂer

the private party transfer of the first handgun, McGOWAN purchased a second
Springfield Armory handgun on 04-12-2010. McGOWAN then pnvate party transferred

B _ the second handgun to another person on 08- 07 2010.
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Firearms Recovered at Crime Scene

' _96 On August 28, 2010, McGOWAN private party transferred a Intratec, Model ABlO 9mm .
 pistol, serial number A060149 and a MasterPiece, model MPA930 pistol, serial number
"F9281, to J oseph Camilleri at Rivet City Gun Exchange

97. On Febtuary 21 201 1, Daly City Police Department (report ##1 1001520) recovered
these two.firearms that were private party transfers from McGOWAN to Joseph -
: Camilleri. Daly City Police Department responded to a shots fired call that resulted ina -
. 6 hour standoff with pohce SWAT team which ultlmately resulted in the arrest of
Camilleri for multlple state charges, including possession of illegal assault weapons,
. shootmg mto an unoccupred dwelling, manufacture/convert a machlnegun

Straw purchase of Sturm, Ruger and Companv. LCP ,380 Plstol Serlal Number :
‘ 37182507 bv McGOWAN : ‘

98 The followmg transactron appears to be a straw purchase for Robert SNELL]NGS of
- SNELLINGS’ FIREARMS made by McGOWAN. SNELLINGS’ FIREARMS is a
Federal F1rearm Licensee (F FL) and is owned by Robert SNELL]NGS '

99. A “straw purchase” is when someone buys a ﬁrearm with the mtentmn of giving/ selhng it
to someone else (the real purchaser) that did not buy. and register the ﬁrearm.

-100; McGOWAN purchased a Sturm, Ruger and Company, LCP, 380 caliber pistol, serial

" number 37182507, from SNELLINGS’ FIREARMS on July 2, 2009. This specific

" firearm is an off roster firearm and can only be purchased new by a law enforcement
officer. McGOWAN was able to purchase this ﬁrearm due to his peace officer status.

- 101, Durmg the purchase of this ﬁrearm, McGOWAN filled out ATF form 4473 Question
12a of the ATF form 4473, asks: “Are you the actual buyer of this ﬂrearm(s) listed on the
form?” Onthe form, McGOWAN answered “yes” to question 12a. If McGOWAN did -
' not answer “yes”, the sale would have been prohrblted by law. . :

102. Question 12a also explams “you are not the actual buyer if you are acquiring the
" firearm(s) on behalf of another person If you are not the actual buyer, the dealer
cannot transfer the ﬁrearm(s) to you”. o

103. ATF Form 4473 then reunres McGOWAN (the purchaser) to cert1fy the followmg
statement to be true and correct.
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104. -

“I certify that the above answers are frue and coi'rect.:I understand that answering

~ “yes” to question 12a when I am not the actual buyer of the firearm is a crime

punishable as a felony. I understand that a person who answers “yes” to any of the
questions 12b through 12k is prohibited from purchasing or receiving a firearm. I

. understand that a person who answers “yes” to question 121 is prohibited from

purchasing or receiving a firearm, unless the person also answers “yes” to question

13,1 also understand that making any false oral or written statement, or exhibiting

105.

~106.

any false or misrepresented idéntiﬁqaﬁon with respect to this transaction, is a crime
punishable as a felony. I further understand that the fepe’titive pﬁrchase of firearms
for the purpose of resale for livelihood and profit without a Federal firearms license
is a violation of law”. o ' -

California law requires the owner of the firearm to wait 10 days before he/she can pickup

the firearm from a FFL. During the 10 days, a background check is completed by the -
California Department of Justice. . E . : :

On July 12, 2009, McGOWAN._Wo‘uId have been able to picl_c up his firearm from
SNELLINGS’ FIREARMS. On July 13,2009 (11 days after the purchase) McGOWAN
private party transferred the Sturm Ruger LCP, .380 caliber pistol back to Robert '

'SNELLINGS, as a private person (not the FFL).

107.

SNELLINGS must fill out the ATF form 4473 and wait 10 days before he is able to
possess the firearm. On July 27, 2009.(144 days after McGOWAN transferred the firearm
to SNELLINGS), SNELLINGS private party transferred the firearm to William Perpatos.
‘This gun islatér listed on the CCW (Carry Concealed Weapon) permit for Peijpa.ros on

. April 20, 2011,

108.

--109..

McGOWAN residénce_Elk Grove, California -

On August 4 2011, TFO Hélstead and T observed McGOWAN park in the driveway at -
I i~ Elk Grove, California. . .

On September 9, 2011, MCGOWAN listed his address s Y -

. Elk Grove on his private party transfer paperwork at Wild Bill’s Old West Trading )

110,

Company.
On September 27, 201 1,1 queried McGOWAN in the Accurint database. Accurintisa

computerized database available to law enforcement that provides current addresses of
people. Accurint lists Elk Grove as his residence., .
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11t

112,

113,

114,

115.

116.
- concluded that LU does not possess a Federal Firearms License.

117.

On September 30, 2011, TEO Halstead and T observed the black Lexus, with California
license plate number- parked in the driveway of — in.

Elk Grove:.

On October 31, 2011, Sacramento County Sheriff's Department (SSD) Detective T.
- Koontz provided the address of— in Elk Grove as the home
address of McGOWAN per information provided by SSD records. B

Thomas LU

Thomas LU has been ideﬁtiﬁed asa Sacramento County Shéﬁff’ s Deputy. Perthe -
Sacramento County Known Person Files (KPF), LU was identified as an ‘male,
approximately -po_unds, - hair and .eyes, with a date of birth of

A quei'y of AFS (Aufomated Firearms System) indicates that LU has obtained 34
(handguns) firearms si_nce 2008. Twenty-seven of the 34 firearms were off roster
firearms. LU has private party transferred a total of 23 firearms. Eighteen were private
party transferred within one year of the initial purchase. -

DROS records 'shbw that 29 of the 34 firearms obtained by LU were transférred to h1m '
through SNELLINGS’ FIREARMS. ' ' '

ATF Area Supervisoi' for Industry Operaﬁons, Roger Rbdt Areviewed ATF records and

Dunng the pﬁrchases é.ﬁd/or‘acqui'stions of all of the firearms, LU filled out ATF form
4473. Question 12a of ATF form 4473, asks: “Are you the actual buyer of this -

' firearm(s) listed on the form?” On the form, LU answered “yes” to quesﬁon 12a. If LU

. 118..
‘ : 'fir.eélrm(s) on behalf of another person. If you are not the actual buyer, the dealer

119.

120.

- did not answer “yes”, the sale would have bee;i prohibited by law. .

Question 12a also explains: “you are not the actual buyer if YOﬁ are acquiriﬁg the

cannot transfer the firearm(s) to you”.

'ATF Form 4473 the;i requires LU (the purchaser) to certify the-fol_lowing statementtobe |
true and correct. - ' e S -

«{ certify that the above answers are true and correct. I'un_d-erstémd that answéring
“yes” to questioi,ilZa when I am not the actual buyer of the firearm is a crime

_ punishable as a felony. I understand that a person who answers “yes” to any of the

" questions 12b through 12k is prohibited from purchasing or receiving a firearm. I
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121,

- on the CalGuns website arranged a firearms purchase with “Tom.” ‘McGOWAN

- 1220

-123.

124,

“ understand that a'persoh who answers “yes” to question 121 is prohibited from

purchasing or receiving a firearm, unless the person also answers “yes” to question
13. I also understand that making any false oral or written statement, or exhibiting
any false or misrepresented identification with respect to this transaction, is a crime

: punishable as a felony. I further understand that the repetitive purchase of firearms

for the purpose of resale for livelihood and profit- without a Federal firearms license
is a violation of law. ' ' - |

August 11, 2011- UC Meeting With 1U

On Augﬁst 9,2011, TFO Halstqa&, acting in an undercover capacity on behalf of UC#1

operating under the screen name “dldeguz” told TFO-Halstead that his friend “Tom” had E
a Tec DCO and a MasterPiece Arms, .45 caliber pistol, for sale for $500 each. | '

" McGOWAN sent a picture via text message of the firearms from his cell phone to UC.

#1’s cell phone. McGOWAN also provided “Tom’s” phon'e number of 916-420-4345.

UC #1 verified the phone number by calling it the day of the firearms purchase and -

speaking to “Tom?” directly.

On Augusif 11, 2011, UC #1 met Thomas LU in the River Clty Gun Exchange parking
lot. Similar to the meetings with MCGOWAN, UC #1 walked over to LU’S vehicle and.
was able to view/manipulate the firearms. UC #1 purchased three off roster firearms

. which include a MasferPiece Arms, MPA10,.45 caliber pistol, serial number A0494, for

$450, a Vector Arms, HR4332, 9 millimeter pistol, serial number 507186, for $1400, and
a Intratec, Tec-dc9, 9 millimeter pistol, serial number D062624, for $450 from LU, fora

: tofal of$2300. UC#1 negotiated $100 off the initial asking price of the Tec DC9 and
. MastgrPiece Arms, .45 caliber handgun, for sale for $500 each. -

-.During the_‘meeﬁng, LU explained to UC #1 that several of the high capacity magazines

had a wooden peg inserted in the magazine. The wooden péeg is inserted in the magazine

‘50 the magazine could accept only 10 rounds of ammunition. . However, LU told UC #

that UC #1 pa.n'si'mp_ly take the magazine apart and take out the wooden peg. LU

-~ continued t0 instruct to UC #1 how to circumvent the California “Assault Weapons Act”
- in regards to possessing high capacity magazines. LU told UC #1 that if the police asked

him h.ow»hg_ca_me}into‘posses}sion Qf'the high capacity magazines, he needed to say; “
owned the magazines way before the ban and shit.” Furtherrhore, LU informed UC #1:
“they can’t check.” BT : '

The selling, lending and/or giving of a high capacity magazine.is a'felorlly violation of the
California Penal Code Section 12020 (Unlawful carrying and Possession of Weapons). A .
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125.

126.

high capa01ty magazine is a magazine capable of holdmg more than 10 rounds of
ammunition. The condition in which LU transferred the high capacity magazines to UC

“#1 is a felony violation of California Penal Code section'12020 because the magazmes

were not permanenﬂy modified to hold 10 rounds or less.

Durmg the meetmg, UC #1 asked LU if he was on www. CalGuns net. LU stated that he

‘was on www.CalGuns.net under screen name “Teabag » LU stated that he had some other

guns he wanted to sell Spe01ﬂca11y, LU mdlcated that he had “Norinco AKs” for sale.

Whlle ﬁllmg out the private party transfer paperwork LU prov1ded his Cahforma
identification card to the employee at River City Gun Exchange. ‘The identification card -
stated his name was Thomas LU. When the transfer paperwork was complete, UC #l
and LU exited the River City Gun Exchange. LU informed UC #1 that he had a few more
firearms in his vehicle. LU informed UC #1 that hie had a Mossberg shotgun and another
Uzi. UC #1 asked if the firearms were online. LU indicated that they weren’t online
because you can’t put too much stuff online.

.*.*Pur‘:hased on August 11 2011%*
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-. - August 26, 2011-Purchasé (_)f two (:)fi.' roster firearxhé from LU -

127. On August 16,201 1:, TFO Halstead, acting in an undercover capacity began conversing

with LU on the CalGuns website on behalf of UC #1. LU has an account with the screen
name “Teabag” (which he identified as his screen nanie on the August 11 meeting). TFO

. Halstead expressed interest in purchasing an off roster Lancaster AK pistol
. (manufactured by Nodan Spud LLC) and an off roster Kel-Tec PLR 16 pistol. LU

128.

129.

130,

131

requested UC #1°s private email account so that he could email photos, a list of 6
firearms and the corresponding sale prices that he had for sale. LU sent an email to UC

'#1 from an email account titled sac ﬂlu,q4u@vahbo;com on August 22, 2011, with the

above information. (See Attachment C for email conversation).

Qﬁ August 26, 2011, UC #1 met with LU at the River City Gun Exchange to purchasea -
Nodac Spud, LLC, Model NDS-3, 7.62 qaiiber, serial number M006659, and a Kel Tec,
PLR16; 223 caliber pistol, serial number P4Y17, for $1550 which was _
-videotaped/recorded. LU led UC #1 to his vehicle té show UC #1 the ﬁ:ea'nhs. LU was
driving a white, 4-door, Lexus sedan, California license plate - A query

‘through DMV revealed that the 4-door, Lexus sedan, California license plate,

is registered to LU. LU opened the trunk of the vehicle, which contained boxes and
firearm cases. UC #1 successfully purchased the above listed firearms from LU.

LU provided a few other firearms for UC #1 to review while they were still at his vehicle,

LU provided UC #1 with a GSGS5 pistol, a Norinco Uzi pistol with a wooden stbpk, and

an AK-47 style rifle. 'UC #1 manipulated the action on each firearm and reviewed other

 features such as manufacturer markings and the bullet buttons. A-bullet button is a

magazine locking device. UC #1 ultimately told LU he would check to se¢ if he knew
anyone interested in the other firearms. : o Lo

Whilé ﬁiling out the transfer documents at the River City Gun Exchange, UC #1

‘overheard an employee of the gun store ask LU if he had recently received the Lancaster o

(manufactured by Nodac Spud, LLC) pistol. UC #1 observed the Lancaster pistol in 2
postal box. LU indicated that he had recently received the firearm. Additionally, LU
indicated the firearm was delivered in the same-postal box. UC #1 asked if LU bought the -

' rifle online. LU responded affirmatively. =

LU informed UC #1 about regulatory issues concei'ning the purchase of aié’mimition and -
handguns. LU indicated that purchasing a handgun in a gun dealer, such as River City

" Gun Exchange, was regulated to one gun a month. However, LU indicated that the type

of transfer he and UC #1 were engaged in could be as many as 10 transfers.
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132, Dﬁe to" the _fact that LU is a peace officer, he is not restricted to the amount of _ﬁrea.rms he
may purchase monthly. A private citizen can only purchase one new handgun a month -
~per California law. '

**Purchased on August 261 2011%*

September 7, 2011 - Meeting With LU

133, On Scptcmber 6,2011, TFO Halstead acting in an undercover capacity on behalf of UC

-+ #1 conversed with LU via email (Sac thugdu@yahoo.com) rc’gardhig the purchase of
four firearms (see attachment C for email). LU stated that he had the following firearms
for sale: Interdynamics KG-9, 9 millimeter pistol for $ 1,500 (off roster); Kel Tec PF-9

-+ pistol for $400 (fo rbster); Intratec, TECDC 9, 9 millimeter pistol, serial numb_er o

D029008, for $500 (off roster); and a Nori co, Model 320, 9 millimeter rifle serial .
number A10709, for $700. TFO Halstead told LU that he was interested in purchasing -
the four firearms for $3100. The meeting was set up for September 7, 2011, at River City
Gun Exchange. ' L - B : ‘

_Page340f63



134, On September 7, 2011 UC #1 and LU met in the parking of the River Clty Gun

135.

Exchange, which was vrdeotaped/recorded Uc# and LU walked over to LU’s vehicle, . -

" a white Lexus sedan, California plate- to see the firearms LU would be selling.

UC #1 observed LU open his trunk, which contained cardboard boxes and hard case -
ﬁrearrn containers. UC #1 observed that the firearms appeared consistent with the ’

_photo graphs of the firearms listed in LU’s email. In regard to the KG-9 pistol, LU told

uC #1 that the firearm could easily be converted to an automatic firearm by altering a
piece of metal in the firearm. Furthermore LU told UC#1 that because of the relative -
ease at which the firearms could be converted the ATF directed the manufacturer to stop .

malqng the firearm in this manner.

In addrtron to showmg the firearms to UC #1, LU prov1ded UC #1 with hrgh capacity
magazines for each of the firearms. LU informed UC #1 that he had inserted a wood peg
in the high capacity magazines thereby restricting the ability to insert more than the legal

© amount of ammunition in a magazine under California guidelines. LU has used this

136

137.

. method of rendermg large capacity magazines legal in the past However, LU told UC #1:

“it’s up to you what you want to do after that ”

On this occasion, LU suggested that he and UC #1 ma.ke the money transfer inside of his
.vehicle. UC #1 negotiated a deal from the initial $3100 asking price to the purchase o

price of $3000. LU agreed ona purchase price of $3000 for all four firearms. Following .
the money exchange in the vehicle, LU and UC #1 entered River City Gun Exchange and

filled out the prrvate party transfer paperwork

Prior to the completion of the transaction, LU mformed UC #1 that he Has a few more
firearms for sale. LU indicated that he has a 22 long rifle AK-47 for sale. LU also stated

" that he has a mini Tec 9 for sale as well. UC #1 informed LU that he would check with -

his associates regarding interest in purchasing the firearms. During the course of this.
mvest1gatron UC #1 expressed interest in obtaining a ‘specific firearm, a Ruger LCP,
.380 caliber handgun from LU. However, LU was unable to prov1de the specrﬁc ﬁrearm

for UC #1.
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*¥Purchased on September 70 201

Suspicious Firearms Transactions made by LU
A. Multiple Purchases on Same Date " -

138. Onnumerous occasions, Deputy Thomas LU has purchased multiple handguns on the
B same day. People engaged in the business of dealing firearms or tfafﬁcking_ﬁrearms will
often purchase multiple firearms at once. California law prohibits a person from buying
more than one handgun from a FFL within any 30 day period. However, peace officers in
California are exempt from the law and therefore can purchase as many handguns as they
wish within a 30 day period. A review of the DROS and AFS records show the following

multiple handgun salés made by LU: -

November 22,2010
o Mast_erPiéce Arms, model MPA30 (off roster handgun)
e  Taurus, model Raging Bull (off roster handgun):

" October 18", 2010
o 'Ip.tratec, model DC-9 (off roster handgun)
o Intratec, model DC-9 (off roster handgun)

October 4", 2010 |
»  MasterPiece Arms, model MPA380 (off roster handgqn)
s  DSA, model TPUS (off roster handgun) :
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- 139.

 Septémber 23°, 2010
s Interdynmamic, model KG9 (off roster handgun) -
o Kel Tec, model_PF9_ (off roster handgun)

_ . September 2 2010
e IMI, model Micro Desert Eagle (off roster handgun)
o  Masterpiece Arms, model MP10 (off roster handgun)
o ' Intratec, model Tec-DC9 (off roster handgun)

August 12%, 2010
s IMI, model Micro Desert Eagle (off roster handgun)
s - Kel Tec, model P3AT (off roster handgun)-
" o Kel Tec, model PF9 (off roster handgun)

Julv 22“‘ 2010
o  Interdynamic, model KG99 (oﬂ' roster handgun)
o Intratec, model Tec-DCY (off roster handgur)

: Bl Mul'tip»le Purchases of Same Make, Model. and Caliber

Deputy Thomas LU has also purchased mult1p1e ﬁrearms that are the same make, model

- and cahber People engaged in the business of selling or trafficking ﬁreanns often will

purchase multiple ﬁrearms of the same make, rnodel and caliber. Below is a summary of

' the transacnons

140,
© - He purchasedthem on the following dates: 08-05- 2010, 08- 14-2010 and 10-07-2010. LU -

141,

Normco 1911A1
LU purchased three Norinco, model 1911 A1 Handguns from SNELLINGS FIREARMS

private party transferred the handgun he purchased on 10 07-2010to another person on
07-28-2011.

- : IMI, Desert Eagle | -
LU purchased two IM]/Magnum Research, Desert Eagle, .50 caliber handguns. He

purchased one from SNELLINGS’ FIREARMS on 12-02-2010 (gold in color) and later =

private party transferred it to another person on 08-17- 2011. LU purchased a second M,

~ Desert Eagle, .50 caliber handgun on 09-03-2011 from Personal Defense Weapons.”
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142,

IMI l\/hcro Desert Eagle

‘LU pu_rchased three Micro Desert Eagles, .380 caliber handguns from SN'ELLINGS

FIREARMS. LU purchased one on 07- 09-2009 and later. private party transferred it to
another person on 07-29-2011. LU purchased the second one on 08-12-2010 and later _
private party transferred it to another person on 09-03-2011. LU purchased the third one -

~ on 09-02- 2010 and later prrvate party transferred it to another person on 03-21- 2011

143.

144,

‘ ' Kel Tec, P3AT :
LU purchased two Kel Tec, P3AT handguns, one from SNELLINGS’ FIREARMS on
08-12-2010 and one from River City Gun Exchange on 11-04-2008. The firearm he
purchased on 11-04-2008 was later prlvate party transferred to another person on 07-31-
2010.

Kel Tec, PF9

LU purchased two Kel Tec, PF9 handguns from SNELL]NGS’ FIR.EARMS He

: purchased one on 08-12- 2010 and later private party transferred it to another person on

145.
146.
 to another person on 04-23-2011.

147.

148.

149.

150.

03-21-2011. He purchased the second one on 09- 23 2010 whlch he sold and pnvate party
transferred to UC #1 on 09-07-2011. : _

- . Intratec, Tec DC9
LU purchased six Intratec TEC-DC9 handguns from SNELLINGS’ FIREARMS LU
has private party transferred four of the six handguns after he purchased them.

LU purchased one of the handguns on 05-20-2010 and he later private party transferred it

LU purchased the second handgun on 06- 07 2010 and he later sold it to UC #1 on 09- 07-
2011.

LU purchased the th1rd handgun on 07- 22 2010 and the fourth handgun 09-02-2010.

LU purchased the fifth and s1xth handguns on 10-18-2010. LU sold one of them to UC #1
on 08-11-2011. He pr1vate party transferred the other handgun to another person on 04-

23-2011

LU residence, — Elk Grove. California

On. August 26, 2011, I queried the reg1stered owner’s 1nforrnat10n of a Lexus sedan
" license plate - (vehrcle present on August 16 and September 7 meet with UC
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#1). The vehicleis registered toLU at an address of _’ , BIk Grove,

California. ‘

~ 151. On September 7, 2011, LU listed the address of_ Elk Grove, __
' California on his private party transfer paperwork on Elk Grove, California:. :

152. On September 97,2011, a quety of Acctirint indicated the most cuﬁeﬁt,addreés forLUis
 Elk Grove, California. . .

i 153. On September 30;'201 1, TFO Halstead and 1 observed the White Lexus sedan which is -
- registered to LU pa.rked' outside of— , Elk Grove.’

154. On October 31, 2011, Sacra;ﬁento County Sheriff’s Department. (SSD) Detective T. '
Koontz provided the address of— Elk Grove as the home address
of LU -per information provided by SSD records. : S

- : : " Darryl DEGUZMAN , _ .
155. Darryl DEGUZMAN has been identified as a S_acramento,County Sheriff’s Deputy. Per
the Sacramento County Known Person Files (KPF), DEGUZMAN is identified asa

- male, a proxjmately. pounds,.( hair and-_ eyes with a date of
birthof‘. - ' )

DEGUZMAN’S involvement

156. ATF TFO Halstead reviewed a multitude of private sale postings_located in the “'privaté

. firearms sales” on the CalGuns website listed by other screen names. ATF TFO Halstead

" discovered that a CalGuns user listed as “dldeguz”'had'posted off roster firearms that -
were consistent with the same type of firearms posted by “SacDep”.

-157. On July 23, 2009, “dldeguz” posted a photo of brand new Micro Desert Eagle, .380. .

" caliber pistol for sale on the CalGuns website. TFO Halstead was able to identify the -
serial numbers located on the firearm in the picture as ME03936. TFO Halstead queried -
the serial number ME03936 in AFS and discovered a DROS showing that Darryl

. DEGUZMAN, with date of birth 09-09-1980, purchased the Micro Desert Eagle pistol on
07-02-2009. On July 29, 2009, the ad for sale was u'pdated by “dldeguz” with the - '
following posting: “Sold!!!” DROS records show DEGUZMAN private party transferred
the firearm to a German Vasquez on July 29%,2009. ' S

158, On April 1_4,"201 1, “dldeguz” posted a FI—]N, FN, 5.7 calibér_pis”tpl for sale. TFO-
: Halstead was able to identify the serial number as 386118807 from the picture posted on
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159.

CalGuns A query conducted on AF S revealed that the above listed, firearm was
orlgmally purchased by McGOWAN on April 12, 2010 and private pa.rty transferred by
McGOWAN on June 29, 2011.

The firearm posted for sale on CalGuns with the screen name of “dldeguz combined
with UC #1°s interactions with McGOWAN on three occasions utlhzmg the screen name
“dldeguz” suggests that McGOWAN is posting his ﬁrea.rms for sale under

- ' ‘DEGUZMAN s screen name on the CalGuns website.

160.

"161

162.

163.

164,

165..

1_66.

.Sacramento County Sherlff s Detectrve T. Koontz checked SSD records wh10h verified

that DEGUZMAN, LU, and McGOWAN work on the same floor and same shlft at the

“Rio Consumnes Correct1ona.l Center (RCCO).

- DEGUZMAN Res1denc_ Elk Grove, Cahforma

. On September 27, 2011 a query of Accurint listed — Elk Grove

Cahforma as the residence of DEGUZMAN

‘On September 30, 2011 TFO Halstead and I observed a gold in 1 color 2003 Toyota truck,

license plate -parked outside of’ _ Elk Grove, California.
A query of the DMV database states that the Toyota truck is regrstered to DEGUZMAN

On October 31, 2011 Sacra.mento County Sheriff’s Depa.rtment (SSD) Detect1ve T.

Koontz prov1ded the address of — Elk Grove as the home address

of DEGUZMAN pet. mformatlon prov1ded by SSD records

Robert SNELLINGS

Per the Sacramento- County Known Person Files (K_PF ), SN'ELLINGS is 1dent1ﬁed as'a

white male, 5’10, approximately 180 pounds, brown hair and hazel eyes, with a date of
st ot (RN § o

SNELLINGS presently possesses an FFL (FFL # 9-68- 067-01-1D- 17587) for .

SNELLINGS’ FIREARMS located at 2675 Land Avenue in Sacramento, California. ‘LG
FIREARMS (F FL) is located in the same business space as SN'ELL]NGS FIREARMS. -

_Chrlstopher LENERT and Brent Gentllcore are hsted as the Federal Firearms licensees
~ on LG Firearms FFL

FFL’ S are required by ATF regulatlons to maintain Records of Receipt and Dlsposmon

' Book(s) (commonly referred to as A&D book) This book is a ledger recordrng the
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167

' specifics of the ﬁre.arni, the date the FFL acquired the firearm and the naﬁne and address
_ of whom they acquired the firearm from. ‘The disposition is the date the FFL transferred
the firearm and the name and address of who they transferred it to.

Robert SNELLINGS/SNELLINGS’ FIREARMS

During ;che course of this investigation TFO Halstead was cbntactgd by sﬁpefvisin'g‘
Special Agent Blake Graham. Blaké Graham is a sworn California peace officer

. employed: by the California Department of Justice (DOJ). Agent-Graham is assigned to
_ the Bureau of Firearms where his duties include, but are not limited to, conducting

. investigations on violations of California’s firearms statutes and criminal investigations -

involving businesses with a federal firearms license (FFL). Agent Graham is involved in
the process of approving what handguns may be sold in the State of California and
amending the roster of approved handguns certified for sale in California. Agent Graham

" has access to Dealer Records of Sales (DROS) for firearms transactions that occur within

168,

the State of California.

Agegt Gra.ham informed TFO Ha’istead that he discovered some suspicious transactidﬁs

_conducted‘ through the business SNELLINGS’ FIREARMS, located at 2675 Land Ave,

Sacramento, California. The suspicious transactions involved firearms not on the ;ostér of

approved handguns, being purchased by California peace officers. The transactions

identified by Agent Graham were suspicious because aftet the handguns were purchased

by the peace officers they were private party transferred in a short period of time to

Robert SNELLINGS.as a private person, niot to the business SNELLINGS’ F]REARMS '_

-’ (FFL). Agent Graham was able to determine each of the purchasers were peace officers -

" because of an exemption code, entered on the DROS when the sale is to a peace officer.
. ADROS is started on the date of purchase and/or transfer, even though the person may

©169.

not pick up the firearm for ten days because of California’s ten day waiting period for a
‘background check. : o ' :

California law eﬁfordement" ofﬁcers. are exempt from the waiting péﬁbd if they have a

letter sigried by the head of the agency or commanding officer, stating they are full time

paid peace officers authorized to carry a firearm in the peA‘rformancev of their duties and

* authorizing the purchase.”

170.

' Since Robert 'S'NELLINGS' isnota peade_ofﬁcer-, he is limited to the same restrictions as
all California residents that wish to purchase a handgun from an FFL. A handgun can

~ only be imported into the state and sold by a gun dealer (FFL) if the handgun is on the

‘rqster of approved and certified for sale list of firearms. IfR_dbert SNELLINGS, as a

~ private person, wanted to acquire a new han_dgun that is not on the roster of approved
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handguns, hev could do so ifhehad a peace officer illegally straw purchase it for th If

Robert SNELLINGS could get a peace officer to buy the off roster .ha.ndgim, the peace
officer-would then have to private party transfer it to Robert SNELLINGS as a private -
person. In essence, SNELLINGS would have to have the handgun laundered through the
peace officer(s) and then private party transferred through an FFL to him. Since Robert -

.. SNELLINGS also has an FFL, he is able to more discreetly complete the straw purchase

171.

through his business and then complete the private party transfer of the firearm back to .

-himself, again using his own business (FFL) to complete the transfer.

Below isa list of the :sus'piqious transactions conc_hi.cted by peace officers, through
SNELLINGS’ FIREARMS (FFL) where the guns were then transferred back to Robert - -
SNELLINGS, the private person. The information was obtained by reviewing the records

: prdvided by Agent Graham. The records are copies of the Dealer’s Record of Sales

.

.

174.

(DROS) and records of the entries in the State of California’s Autbmated Firearm System
(AFS). ‘ : o ' . C :

On 08-12-2010, Saciamento Police Officer Christopher LENERT, pos SR

started the DROS process for a semiaufoma’tip, Carl Walther, model PK380, .38 caliber”

" handgun, with serial number PK038993. The FFL that conducted the DROS was listed as - .

Robeft SNELLINGS. I believe the entry of the caliber on the DROS form, dated 08-12- -
2010, as a “38”, is not correct and may have been a typo Or may have been done '

intentionally by the FFL in an attempt to disguise the transaction or make the transaction

less suspicious: I reviewed Carl Walther’s website and located the product details for the -
PK380 model. The}; only offer it for sale in .380 caliber, thus the reason for the model
being called “«pK380”. This handgun is not on the roster of approved handguns for sale in
California and can only be purchased fromi an FFL by a peace officer. - '
On 09-13-2010, approximately 32 days later, Christophef LENERT, with date of birth

, private party transferred a semiautomatic, Car] Walther, model PX380, .380

" caliber handgun, with serial umber PK038993, to Robert SNELLINGS as a private

- person. The firearm was transferred to Robert SNELLINGS, using Robéit SNELLINGS® - |

business (FFL) to conduct the transfer. -

Qn 09416-201-1, TFO. Halstead spoke with Sacramento Police Department Lieutenant
James Beezley to see if Officer LENERT was ever given a letter to waive the fen day

© waiting period for the purchase of this firearm. Lieutenant Beezley is assigned to the:

Personnel Division, which is the division of the police department that issues letters to
waive the ten day waiting period. Lieutenant Beezley stated that if a letter is issued, a

. copy of it is kept in the Personnel Division. Lieutenant Beezley stated he checked the.
- records and Officer LENERT was never issued a letter to waive the ten day waiting
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175.

period for the purchase of the Carl Walther handgun listed -above.' This means the eatliest
Officer LENERT could have obtained the firearm from the gun store (SNELLINGS’ ’
FIREARMS) was on 08-22-2010, which means he transferred the firearm to Robert
SNELLINGS as a private person, after owning if for approximately 22 days. .

On 07-09-2009, Roseville Police Officer Christopher Tait KJELLBERG, with date of

- birth (-, started the DROS process for a semiautomatic, .40 caliber Smith &

Wesson, model PPS handgun, with serial number AD3719. The FFL that conducted the

~ DROS was listed as Robert SNELLINGS. This firearm is not on the approved list of

lhandg‘uﬁs for saleto California residents and can only be purchased‘from an FFL by a. |

_ peace officer.

176.

On 08-04-2009, approximéitely.26 days later, Christopher Tait KJELLB_ERG, with the
date of birth - private party transferred a “10 caliber” Smith & Wesson, model
PPS handgun, with serial number AD3719; to Robert SNELL]NGS as a private person,

not Robert SNELLINGS the FFL. The fifearm was transferred to Robert SNELLINGS, |

as a private person, using Robert SNELLINGS, the FFL, to complete the transfer. It is N
ry opinion that this is the same firearm Christopher KJELLBERG obtained from '

. SNELL]NG’S, the FFL, the month prior. I believe the entry of the caliber on 08-04-2009

as a “10” is not correct and may have been a typo or may have been done itentionally by -
the FFL in an attempt to disguise the'transaqtion or make the transaction less suspicious. I
reviewed Smith & Wesson’s website and located the product details for the PPS. They

only offer it for sale in 9mm and .40 caliber.

177.
- Halstead that Robert SNELLINGS has been issued a Carry Concealed Weapons permit

On~09-14-201 1, S acramento -Co'ﬁnty Sheriff’s Detective Torn Koontz informed TFO-

. (CCW) by the Sacramento County Sheriff. Detective Koontz checked Robert

-178.

SNELLINGS’S CCW records to determine which firearms he is authorized to carry. One
of the firearms listed on Robert SNELLINGS’S CCW is & A0 caliber, model PPS, with
serial number AD3719. | o ' ‘

‘Detective Koontz stated Robert SNELLINGS submitted hisfapplipat'ion' tothe

Sacramento County Sheriff’s Department for a CCW on 07"-316-20'(')_9.'At the time Robert

. SNELLINGS submitted his application he listed a .40 caliber, model PPS, with serial

umber AD3719, as a firearm he wanted listed on his CCW permit. This is a significant. *

fact because according to the DROS reqo’rdé, Officer KJELLBERG hadn’t even started
the transfer process for the firearm to Robert SNELLINGS. The DROS records show

Officer KIELLBERG didn’t transfer the firearm to Robert SNELL]NGS until 08-04-

2009. It is my opinion that Christdpher 'KJELLBERG acted as a straw purchaser when h@
bought the 40 caliber, model PPS firearm and that he purchased it with the intent to -
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:_private party transfer it to Robert SNELLINGS as a private person. If Robert

179.

180.

181.

SNELLINGS desired this new firearm for his CCW. he could only obtain it if a peace
officer acted as'straw purchaser and thus laundered the firearm into the state of .

‘California.

On 04-30-2009, a California HighWay'Patrol' Officer started the DROS process fora

semiautomatic; made m Germany, model 5PK, .22 caliber handgm;, with serial number
A294392. The FFL that conducted the DROS was listed as Robert SNELLINGS. This
firearm is not on the roster of approved handguns for sale in California. :

On 06—01-2009, approximately 32 days later, the same Califorhia PﬁghWay Patrbi |

_Ofﬁcer, private party iransferred a semiautomatic; made in Germany, model 5PK, .22
caliber handgun, with serial number A294392, to Robert SNELLINGS as a private

person. The firearm was transferred to Robert SNELLINGS, using Robert SNELLINGS,
the FFL, to complete the transfer: L a

On 07 -02-2009,”Sac.:ran'iento .County'She'riff’s Deputy Ryan McGOWAN, with date of

. birth - , started the DROS process for a semiautomatic, Sturm & Ruger, model

182

LCP, .380 caliber handgun, with serial number 37182507. The FFL that conducted the.

- DROS was listed as Robert SNELLINGS. This handgun is not on the roster of approved

handguns for sale in California.. o

On 07-13-2009, approximateljr 11 days later, Ryan McGOWAN, with date of birth i

, private party transferred the semiautomatic, Sturm & Ruget, model LCP, 380
caliber handgun, with serial number 37182507, to Robert SNELLINGS as a private =

~ person. The firearm was transferred to Robg:rt SNELLINGS, using Robert SNELLINGS,' :

183.
© the semiautomatic, Sturm & Ruger, model LCP, .380 caliber handgun, with serial number -

184,

the FFL, to complete the transfer.
Approxirﬁateljr 14 days later on07-27-2009, Rlobert“SNELLlNGS private party transfers o

37 18250,7', to a William Perparos, with date of.bi_r[h- The firearm was

, tre_m_._sferred to William Perparos, using Robert SNELLINGS, the FFL, to cqmplete the

transfer.

Sacramento CountS' Sheriff’s Detective Tom Koontz informed TFO Halstead that
William Perparos had been issued a CCW. When William Perparos applied for the CCwW

. on 04-20-2011, he listed the Sturm & Ruger LCP with serial number 37182507, as one of

the firearms he desired to carry.
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185. This Sturm & Ruger LCP was transferred four times in less than 30 days. It is,m;y opinion
"and the opinion of other firearms experts I have spoken to about this, that this purchase
and subsequent transferé to different people within such a short period of time shows a -
conspiracy to straw purchase between Deputy Ryan McGOWAN and Robert '
 SNELLINGS.. < S

Christopher KJELLBERG |

186. Per the California Department of Motor Vehicles, KJELLBERG is identified asa fJJJ
male, = approximately .pounds,- hair and .yes, with a date of birth of

N Suspicidns Transactions Completed at S_NELLINGS’ FIREARMS (FFL) by Christopher _
| KJELLBERG | : -

187. In reviewingthe DROS transactions completed. through SNELLINGS FIREARMS
(FFL), TFO Halstead and I identified several suspicious transaction involving peace
officers purchasing off roster (non approved) handguns from SNELLINGS, the FFL, and

transferring them within a short period of time to a third p_arty, uSing SNELLINGS, the

FFL, to complete the private party transfer. The following 'a.n_a the suspicious transactions:

188. On 09-21:2009, Roseville Police Officer Christopher KJELLBERG started the DROS

process for a Colt; model New Agént, 454 caliber handgun, with serial number
*GTO4886. This transaction was completed by SNELLINGS FIREARMS (FFL). This

ﬁrearhi'i.s not on the approved list-of handguns for sale in California. ..

189. On 10-03-2009, approximately 12 days later, Christopher KJELLBERG private party
transferred the Colt, deel'Ne.w Agent, with serial number GTO04886, to a Craig
Glasere. The private party transfer was completed through SNELLINGS’ FIREARMS

190. On 03-29-2010; Roseville Police Officer Christopher KJELLBERG started the DROS

.. process for a Shum & Ruger, model LCP, .380 caliber handgun, with serial number -
137351117, This firearm is not on the approved list of handguns for sale in California.
This transaction was completed at the D&L Engineering, located in Garden Valley, CA.

191. Approximately 65 days later, on 06-04-2010, Christopher KJELLBERG private party
transferred the Sturm & Ruger, model LCP .380 caliber handgun, with serial number
37351117, to a Joseph O’Farrell. Joseph O’Farrell is a retired police' officer from the
Roseville Police Department. However, it is unknown when he retired.from the police
department. - ' SO :
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193.

On 04-29-2010, Roseville Police Officer Christopher KTELLBERG started the DROS"
process. for Sturm & Ruger, model LCP, .380 caliber handgun, with serial number

'37300127. This transaction was completed by SNELLINGS Firearms (FFL). This firearm

is not on the_.apprdved list of handguris for sale in California and can only be purchased

‘from a FFL by a peace officer.

On 05-27-2010, approximately 28 days later, Christopher KJELLBERG private Igmy-

trapsfeljred the Sturm & Ruger, model LCP, .380 caliber handgun with serial number
37300127, to a Ulysses Early. The private party transfer was completed through -

'SNELLINGS’® FIREARMS: (FFL).

164..

- 195,

On 07—195201 1, Roseville Police Officer Christopher KJELLBERG started the DROS
procéss fora Glock, model 21Gen4, .45 caliber handgun, with serial number RPH618.
The Glock 21, model Gen4 is the newest version of :the Glock 21 and is not.on the
approVed list of haridguns for sale in California. This transaction was completed-at
Sacramento: Black Rifle, a FFL, located in Rocklin, California. -

Appfoiimately 28 days later, on 08-16-2011, Christopher KJELLBERG private party
transferred the Glock, model 21 Gen4, .45 caliber handgun, with serial number RPH618,

" to a Ulysses Eatly. It should be noted that Christopher KJELLBERG and Ryan

196.

197.

198

McGOWAN have private party. transferred ﬁrearm(s) to Ulysses Early on other dates.

AF S records indicate that Ulysses Early owned a Glock model 21, 45 caliber handgun,

but that he private paity transferred it to'another person on 07-_16-2011, just 3 days before

Christopher KIELLBERG started the DROS on the newest model of the Glock 21, which
he subsequently trans'ferredid Ulysses Early. The history of these two firearms =
transactionsleads me to believe that Ulysses Early wanted to update to the newest model -
of the Glock 21 (Gen 4), so he sold his older model and then had Christopher. - .
KJELLBERG straw purchase him the newer model; which was only available to peace

officers. ' ' ' : ‘ )

' Christopher LENERT

‘Per the Sacramento County Known Person Files (KPE), LENERT is identified as afJ

male, . approximately .poun‘ds, -hair and. eyes, with a date of birth of

LENERT pre'senﬂy' possesses an FFL (FFL # 9-6.8-067-01-413-02_77'7'). LG FIREARMS

(FFL) is located in the same business space as SNELLINGS’ FIREARMS at 2675'Land o
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- Aveiue in Sacramento, Califorria. Christopher LENERT and Brent Gentilcore_. are

199.

* listed ds the Federal Firearms licensees on LG Firearms FFL.

Suspicious Transactions c’bmpleted at SNELLINGS FIREARMS (FFL) by -
' " Christopher LENERT . = ’

On 06-17-2010, Sac;alnentb Police Officer Christopher LENERT started the DROS
process for two Sturm & Ruger, inodel LCP, .380 caliber handguns. with serial number -

37437161 and 37437405, This transaction was completed by SNELLINGS’ FIREARMS
" (FFL). These firearms are not on the approved list of handguns for sale in California and

~200.

201.

can only be purchased from a FFL by a peace officer.

Approﬁmatély 19 dayé later on 07-05-2010, Christopher LENERT private party
transferred the Sturm & Ruger, model LCP, .380 caliber handgun, with serial number
37437161, to a Brent Gentilcore. The private party transfer was completed through -
SNELLINGS’ FIREARMS (FFL). :

On 09-16-201 1, TF_O Halstead -spo.ke with Sacraménto Police Depai'tment Lieutenant -
James Beezley to see if Officer LENERT was ever given a letter to waive the ten day

-waiting period for the purchase 'o'f this firearm. Lieutenant Beezley is assigned to the

Personnel division, which is the division of the police department that issues letters to

" waive the ten day waiting period. Lieutenant Beezley stated that if a letter is issued, 2

copy of it is kept in the Personnel Division. Lieutenant Beezley-stated he checked the
records and Officer LENERT was never issued a letter to waive the ten day waiting .
period for the purchase of the Sturm & Ruger handgun listed above. This means the
earliest Officer LENERT could have obtained the firearm from theAgL'm store

‘ '(S_I}]'EI_;L]I\IGS’~ FIREARMS) was on 06-27-2010, which means he transferred the firearm

202

203

. to Brent Gentilcore after owning it for approximately 9 days.

The purchase of two firearms that are the exact make, model and caliber on the same day
and the subsequent transfer of one of the firearms 19 days later to Gentilcore is consistent -
with this being a straw purchase. . ' ' -

As menﬁbnéci earlier in this affidavit, LENERT was involved in the folIOwi_ﬁg
transaction, on 08-12-2010, LENERT started' the DROS process for a semiautomatic,

" Carl Walther, model PK380, 38 caliber” handgun, with serial number PK038993. The -

FFL that conducted the DROS was listed as Robert SNELLINGS. Ibelieve the entry of
the caliber on 08-12-2010 as a «38” is not correct and may have been a typo or may have-

"been done intentionally by the FFL in an attempt to disguise the transaction or make the

transaction less-suspicious. I reviewed Carl Walther’s website and located the product

details for the PK380 model. It is only offered for sale in a .380 caliber, thus the reason
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204.

. 205.
. Application” that SNELLINGS sub

*206.

207

208.

209

On October 31, 201 l,a query of Calrforrua Department of Motor V.
' prov1ded information that SNELLINGS lists

for the model bemg called “PK380”. Thls handgun is riot on the roster of approved

handguns for sale in California and can only be purchased frorn an FFL by a peace
ofﬁcer

On 09- 13-2010 approxnnately 32 days later, LENERT pr1vate party transferred a

. semiautomatic, Carl Walther, model PK380, .380 caliber handgun, with serial number
_PK038993 to Robert SNELLINGS as a private person. The firearm was transferred to-
‘Robert SNELLINGS, usmg Robert SNELLINGS S business (FFL) to conduct the -

transfer. _ , :
' SNELLINGS Residen_ancho Muri_eta. California :

On August 29, 2011, Sacramento Police Departrnent received a Gun Dealer Registration - .
mitted. On this app11cat1on SNELLINGS lists his

Rancho Muneta California.

private address as

On September 27, 2011, a query of Accunnt 11sted_ Rancho

Muneta as SN'ELL]NGS current address.

ehicles database
' Rancho Murieta,

Cal1forn1a as his address for his driver’s 11cense

SNELLINGS’ FIREARMS 267 5 Land Avenue. Sacramento. Cahfornla

On August 29, 201 1, Sacramento Police Department rece1ved a “Gim Dealer Reg1$trat10n |

‘Application” that SNELLINGS- subrmtted On this application,. SNELLINGS 11sts his

business address (SNELL]NGS’ FIREARMS) as 2675 ‘Land Avenue Sacramento
Callforma o ,

On October 13, 2011 a query of Accurmt lists SNELL]NGS’ FIREARMS address of

2675 Land Avenue, Sacramento, Cahforrua

210.

211.

KJELLBERG Resrdence

All of the private pa.rty transfers 11sted in this affidavit list _ Rocklin,

‘ Calrforma

On October 13, 2011, a query of Accurmt lists KJELLBERG’S residence as-
Rocklin, California. . : U :
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213

. 214,

215.

216.

217.

218,

On October 29, 2011, TFO Halstead observed a whité 2006, Toyota Tundra truck,

California license plate in the.driveway of_, Rocklin, California. A
DMV query of this vehlcle 1nd1cates that KJELLBERG is the registered owner of this

vehicle.

- LENERT Residen_acrahiento. California

. On September 24,2011, LENERT listed the address of— on his

DROS paperwork f for a pnvate party transfer of a ﬁrearm

On October 13, 2011, a query of Accurint listed LENERT’S res1dence as _
. Sacramerto, California.. L

On October 13, 2011, a query of Criss Cross computer database that maintains pr_operty
records states LEN'ERT and enert are the owners of —

' Sacrarnento Cal1forn1a

On October 14,2011, a query of the Sacramento Mumc1pal Utility _Distr_ict (SMUD)
database lists as the account holder for '

On October 31,2011, 1 contacted Sacramento Police Department personnel and

‘¢onfirmed that LENERT’S residence is , Sacramento, Cahforma

Information Regarding Ttems to be Seized

I know from n1y training, expenence and d.lSCUSSlOELS with other law enforcement _
officials that firearm traffickers frequently possess the followmg Wthh is ev1dence of the

unlawful activity:
- Firearms, firearms packagmg matenal (boxes, addresses, shipping informaﬁon),
", firearm accessories (including owner’s manuals, holsters, gun cases, sights,
trigger locks, cleaning tools, etc.), firearm records (purchase/sale, method of

payment) and notes or other documentatron concerning proﬁts made (1 e.,
comiparing cost of purchase vs. cost of sale)

Information conceming persons selling them firearms,

Information concerning persons to whom they sell firearms,
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219,

Information conéeming methods used to advertise the availability of their
firearms for purchase, ' ’

" Photos of their firearms for purposes 6f advertising for sale, to keep track of their
~ inventory, for insurance in case of theft, etc.

- Written, recorded oral, orAdigital communications with associates involved in the
purchase/sale of firearms, . ' o

Written statements showing profits made from the sale of firearms for internal
| purposes, ' : ‘ ' '

Bank deposit recofds; checking account réco.rds_,‘ and other financial
documentation showing the purchase of firearms, the securing of cash to purchase
firearms, and the depositing of cash proceeds from the sale of firearms. -

Cell phoile records which show the phone number and subscriber information,
- and numbers called/received. ' ' o
Indicia of pe.rsons‘in control over a premises where the above items.are found,

including addressed mail, material in the premises with persbnal identification
information, photographs of persons in or about the location, etc. . ‘

The.non-ph}"sical'évidence (i.e., documentation) can be in hard (paper) form, or may.be
in digital form stored on computers, smart phones, digital notebooks, personal computers

" or any other type of digital storage device (e.g. thumb drives, external hard drives, etc.).

1220.

" While the above described material and the devices holding the material would most

likely be in their residence, it is also often found in their petsonal vehicle(s), in their
personal work. areas (desks, lockers, etc.) where they work, and/or rented storage lockers.
In addition, since many persons these days carry their cellular telephones and, sometimes,
digital notebooks, laptop computers, on their persons, it is often necessary to search and

. seize these items from the firearm traffickers’ person to secure this evidence if they are

away from their residence.

I also know from my trainiﬁg, éxperiénce-and from discussions with other law

enforcement officials that persons with a Federal Firearms License (“FFL”), which

licenses thiem to sell firearms to the pﬁblic, who engage in unlawful firearm sales

" frequently have the below described materials in addition to the above described material, -

which'is frequentljevide'_nce needed to proygvthe unlawful activity: -
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- a. Records concerning firearm purchases and sales including, but not limited to,
 the dealers’ “Firearms Receipt and Disposition” book which is i‘equjxed' by o
federal regulations to be kept by persons with a federal firearms license (FFL),
ATF Forms 4473 (required for each firearm sale), inventory tracking
documents, shipping boxes and labels, correspondence with the firearms
supplier or firearms purchases,

b. Records showing pfivaté party transfers conducted.by the FFL,
c. Photographs of firearms purchased or sold,

- d. Indicia of persons? in control of, and working at, the p'remises'.‘.'

‘The ﬁon—physical evidence (i.e., db:Cumenfation)’ can be in hard (paper) form, or may be

in digital form stored on computers, smart phones, digital notebooks, lap-tops or other

" digital storage device. .-

222.

TIn this case, I have taken the unique circumstances presented: and attempted to fashion a

separate list of items to be seized from each of the persons, vehicles, and places to be

searched. The unique circumstances involved include that the offense conduct involved
“off roster” firearms, that the targets of the investigation are law enforcement officials
that are allowed/required to possess and carry firearmns as part of their employment, that

two of the targets are FFLs, that one of the targets (non-law.enforcement) has a permit to.

carry a firearm which permit lists one of the firearms at issue. I have also factored in the

- differences in the apparerit inVolvcment of the VaIioils'target,s, and other factors, to

fashiqh a specific list of items/material, _thaf_I believed would likely be found on the

| persons, vehicles, and locations requested to be searched.  Thus, I believe that items

' listed in Attachments B-1 through B-23 (as indicated specifically per person/location) .

223.

will be found on the persons, vehicles, and places listed in Attachment A.

" Training and Experience Regarding Firearms Trafficking

, ‘and Firearms Traffickers = -

As a result of my experience and training, I have Jearned that traffickers who deal in, or -
those that assist in that venture, maintain and tend to retain accounts or records of those

- tra’:;isacti_ons.' Such records detail amounts outstanding, owed, or expended, along with

records tending to indicate the identity of co-conspirators and these records may be kept-

on paper ot contained in memory calculators or computers. It is also my experience that

* these traffickers tend to keep these accounts and records in their residence and in the

areas under their control. It is my training and experience, that the business of firearms |

trafficking is.'similar to drug trafficking and by analogy in the case of drug dealers,
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225,

226.

evidence is likély to be found where the dealers live." United States v. Angulo-Lopez, 791 -

~F2d 1394, 1399 (9th Cir. 1986). Tt is also my training and experience that where

criminal activity is long-term or ongoing; equipment and records of the crime will be kept -
for sore period of time. United States v. Greany, 929 F.2d 523, 525 (9th Cir. 1991). '

In my experience, firearms traffickers ﬁay take or cause to be taken, phdto graphsor -
videotapes of themselves, their associatés, their property, and their product. Such

traffickers often maintain photographs and/or videotapes at their residence or in the a.fcas '
- under their control. ' -

It has been my experience in the past, and particularly in this case, .that when suspects

utilize mobile telephones to communicate with cooperating individuals or undercover.

agents to set up the purchase of guns, records relating to these activities will be found

' stored in the cellular telephdne. ‘And, as rcIc'va‘nt to this case, the ﬁrearms traffickers in

this case, MCGOWAN and LU, have used in the course of this investigation text »
messaging to 'communicéte'about their ongoing trafficking in firearms. Based onmy-
training and experiende,vl believe that SNELLINGS, LENERT and KJELLBERG have .
1ike1y communicated via text messaging with each other and/or potential buyers of “off

roster” firearms. .

I know that firearms traffickers use mobile cellular telephones to communicate with one '
another, either by voice or text message. Mobile Cellul:ar telephones are digital devices
that preserve in their memory a history of incoming, outgoing, and missed calls, which
can lead to evidence of the telephone numbers of other firearms traffickers and the dates
and times that they and/or the mobile telephorie user dialed one another’s telephones. '
Mobile telephones also contain in their memory a telephone book. This allows the user

. to store telephone numbers and other contact information; the information stored in a
telephone used by a firearms trafficker is evidence of the associations of the firearms
| trafficker, some of which are related to his or her illegal business.. Mobile telephones
- also contain in their m::mb‘ry text messages sent, received, and drafted by the mobile
telephone user. The text message history of a firearms trafficker’s mobile telephone can

contain evidence of firearms trafficking because it shows the communications or planned = -

. communicatidns of a firearms trafficker-and thg telephone numbers of those with whom'

the narcotics tiafficker communicated or intended to communicate. Mobile telephories -
also have a voicemail function that allows callers to leave messages when the telephone
user doesnot answer. Firearms traffickers sometimes leave voice messages for each -
other and this is evidence both of their mutual association and possibly their joint .

Griminal activity. Mobile telephones can also contain other user-entered data files such as
“to-do” lists, which can provide evidence of crime when used by a firearms trafficker.

Mobile telephones can also contain photographic data files, which can be evidence of
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- 228.

229, .

'crnnmal activity when the user was a firearms trafficker who took p1ctures of evidence of -

crime. Mobile telephone companies also store the data described in this paragraph on
thelr own servers and associate the data with particular users’ mobile telephones '

As descr1bed above and in Attachment B-1 to B-23, this Afﬁdav1t seeks permission to
search and seize things that are related to the ongoing consplracy between MCGOWAN,

LU, DEGUZMAN, SNELLINGS, LENERT and KJELLBERG, in whatever form such
. things are stored. Based on my knowledge training, and experience, I know that

electronic. devices can store information for long petiods of time. Even when a user
deletes information ﬂom a device, it can sometimes be recovered with forensics tools.
Similarly, things that have been viewed via the Internet are typically stored for some -

'penod of time on the dev1ce This information can sometlmes be recovered Wlth
- forensics tools L '

Repeated firearms trafﬁckmg act1v1ty over lengthy periods of time generates greater

amounts of evidence. Many items of evidentiary value, particularly computer and =
documentary evidence, are not illegal to possess and, therefore, not overtly mcnmmatmg
in the criminal’s view. It i is also a common practice for firearms traffickers to mamtam

personal property used or obtained in their criminal activities and whlch constitute -

evidence of their crimes for extended periods of time.

I know, based on my training and experlence that the nurnber of ﬁrearrns trafﬁckers

. using computers and electronic information storage devices, like the general populanon

as a whole, is steadily increasing, and such computer hardware, software, documentation,

‘ .passwords and electronic mformanon storage devices may be instrumentalities, fruits, or

evidence of crimes. Moreover, such computers and electronic information storage
devices offer firearms traffickers and distributors excellent and convenient devices for
recording information concerning firearms product, including sources, co-conspirators
and customers, records of purchases and sales, and any other information deemed
pertinent by the firearms traffickers and distributor. Much of the electronic media storage
devices, such as floppy disks, zip disks, thumb drives, CD-ROMSs, SD memory cards are
very small, detachable, portable and can be secreted in small containers, such as safes
and clothmg pockets. Ialso know, based on my training and experience, that ﬁrearms
and traffickers often communicate with the1r criminal associates and with potential -

 buyers through the use of electronic mail, instant messaging, téxt messaging, telephone

answering machines, voicemail, pagers, and telephones (cellular and land line). To the
firearms trafﬁcker these communication devices are part of his normal business

equipment.
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" Search and/br'Seizﬁre of Digital Devices '

2‘30.‘ Based upon the facts and circumstances described above, there is probable cause to
 believe that evidence of the criminal violations previously described are maintained on -
* computers, mobile cellular telephones, digital devices, and electronic storage media as
* described in Attachment Bl through B23 at the location described with particularity in
Attachment A. ' ' R ; .

231, This Affidavit seeks permission to search for and seize evidence of the crimes described
~above stored on computers and electronic/digital devices (collectively, “digital devices™),
- as well as any digital devices that constitute fruits and instrumentalities of the crimes. .
The government has not attempted to acquire the sought after material located on the
digital devices through any other inve‘stigat"ivé- or judicial process. o

232.  In preparing this Affidavit, [ have consﬁlted with experienced law énforcement agents _
 who have received extensive training in the forensic examination of computersand
digital devices. These agents related some of the technical information detailed below.

233, Based upon my training and expefie‘nce, and infdrmatioﬁ related to me by agenfs and
others involved in the forensic examination of computers and computers and digital
devices, I know that data in digital form canbe stored on a variety of systems, and

_ storage devices, or media including hard disk drives, floppy disks, compact disks,
) magn_etic.tapes, flash drives, and memory chips. Some of these devices can be smaller
~ than a thumbnail and can take several forms, including thumb drives, secure digital media
~ used in phones and cameras, personal music devices, and similar.items. . -

234,  Based upon my trai_ining and experence, and the investigation to date, I believe that

' computers, digital devices, and digital records and evidence will be found at the

féllow_in'g' addresses: -

A. The residence of Ryan MCGOWAN located at | Elk
' Grove, CA 95757; including all outbuildings at ?

B. The residence of Thomas LU :located at -' , Elk Grove,

CA 95757; |

) The residence of Darryl DEGUZMAN located at — Elk

- Grove, CA 95624; . o
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- 239,

| D. The busmess address of SNELLINGS?® F]REARMS located at2675 Land

Avenue, Sacramento, CA;

E. The res1dence of Robert SNELL]NGS located at _,

" Rancho Murieta, CA 95683

F. Theresidence of Christopher LENERT located at_'a '

Sacramento, CA 95835 and

G. The current residence of Chr1stopher KIELLBERG located at -
Rocklm CA 95765 : '

Based upon my trarmng and experlence ar1d 1nformat10n related to me by agents and
others involved in the forensic examination of computers and digital devices, I know that -
computers and d1g1tal devices are often used to store information, very much the same
Wway paper, ledgers, files and file cabinets are used to store information. I know that it is
common today for individuals and businesses to utilize computers to conduct their legal
and/or illegal business.and to $tore information related thereto. I know based on my
training and experience, mcludmg prior investigations specrﬁcally related to the
trafficking of firearms, that subjects who are engaged-in this illegal activity commonly
store mformat1on related to therr act1v1t1es on computers and d1g1tal devices.

Removal of Data Storage Dev1ces For Rev1eW in.a Laboratorv Settmg
May be Requlred :

Based upon my training and expenence and mformat1on related to me by agents and
others involved in the forensic examination of computers and digital devices, I know that

" aforensic image is an exact physical copy of a data storage device., A forensic image
- captures all data on the subJ ect media without viewing or changing the data in any way.

Absent unusual circumstances, it is essential that a forensic image be obtained prior to
conducting any search of data for information sub_] ect to seizure pursuant to the warrant.
I also know that during the search of the preimises it is not always possible to create a-
forensic image of or search digital devices or media for data. I alsoknow thatitis

_frequently necessary to remove d1g1tal devices or media for later laboratory evaluation

off-site tnder controlled circumstances. This is true for a number of reasons, mcludmg
the followmg

a. Searchmg d1g1tal devices can be a hrghly techrucal process that reqmres spec1ﬁc :
~ expertise and specialized eqmpment Because there are so many different types
of digital devices and software in use today, it is difficult to anticipate all of the
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necessary technical manuals, specialized equipment, and speclﬁc expertise
" necessary to conduct a thorough search of the media to ensure that the data w1ll be
. preserved and evaluated in a'useful manner :

Searching di gital devices can require the use of precise, scientific procedures
" designed to maintain the integrity of the evidence.  The recovery of such data may
* require the use of special software and procedures, such as those usedina law
enforcement laboratory.

The volume of data stored on many digital dévices is t‘yplcallj s0 large that it will
be highly impractical to search for data during the execution of the physical
search of the premises. Storage devices capable of storing 500 g1gabytes of data
are now commonplace in desktop computers. It can take several hours, or even
days, to image a single hard drive. The larger the drive, the longer it takes.

: Dependmg upon the number and size of the devices, the length of time that agents
must remain on51te to image and exarrune digital devices can become 1mpract10al

~ Since digital data may be vulnerable to madvertent modrﬁcauon or destructlon a
controlled env1ronment such as a law enforcement laboratory, may be essential to
conduct a complete and accurate analys1s of the digital devices from which the
. " data will be extracted. Software used in a laboratory setting can often reveal the
. true nature of data. Moreover, a computer forensic reviewer needs a substantial " -
amount of time to extract and sort through data that is concealed or encrypted to
deterrmne whether it is evidence, contraband, oran. mstrumentahty of a crime.

. Analyzrng the contents ofa computer or other electronic storage device, even
‘without significant technical difficulties, can be very challenging, and a variety of
search and analytical methods must be used. For example, searching by .
keywords, which is a limited text based search, often yields thousands of hits,
‘each of which must be reviewed in its context by the examiner to determine
whether the data is within the scope of the warrant. Merely finding a relevant hit
does not end the review process. The computer may have stored information
about the data at issue which may not be searchable text, sucli as: who created it;
when and how it was created, downloaded, or copied; when it was last accessed
when it was last modified; when it was last printed; and when it was deleted. The
relevance of this kind of data is often contextual. Furthermore, many common
email, database, and spreadsheet applications do not store data as searchable text,
thereby necessitating additional search procedures To determine who created,
modified, copied, downloaded, transferred, communicated about, deleted or

"printed data requires a search of events that occurred on the computer in the time
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' per1ods surroundmg activity regardmg the relevant data. Information about whrch
~users 1o gged in, whether users shared passwords, whether a computer Was
connected to other computers or networks, and whether the users accessed or used -
other programs or sérvices in the relevant time period, can help determJne who -
- was sitting at the keyboard

£ Searchmg d1g1tal dev1ces can requne the use of prec1se scientific procedures

~ designed to recover latent data. The recovery of such data-may require the usé of .
special software and procedures Data that represents electronic files or remnants,
of such files can be recovered months or even years after it has been downloaded

‘onto a hard drive, déleted, or viewed via the Internet. Even when such files have

~ been deleted, data can be recovered months or years later using readily available .
forensic tools Normally, when a person deletes a file on a computer, the data
contained in the file does not actually disappear; rather, that data remains on the
hard drive until it is overwritten by néw data. Therefore, deleted files, or

~remnants of deleted files, may reside in space on the hard dr1ve or other storage
media that is not allocated to an active file. In addition, a computer s operatmg
system may keep a record of deleted data in a swap Or recovery fileorina
program speclﬁcally de51gned to restore the computer s settmgs in the. event of a

system failure.

This warrant seeks authority to se1ze contextual data (or metadata), that is, ev1dence of

- how a digital dev1ce has been used, what it has been used for and who has used it. It can
‘be very meortant in criminal cases to seek “attribution” data so that an event or
communication can be assoc1ated with a person. Based upon my training and experience,

and information related to me by agents and others involved in the forensic examination -
of computers and digital devices, this authonty is sought fora number of reasons: '

a. In some instances, the computer “writes” to storage media without the specific

knowledge or permission of the user. Generally, data or files that have been
‘received via the Internet are automatically downloaded into a temporary Internet
directory or cache. The browser typically maintains a fixed amount of hard drive
space devoted to such data or files, and the, files are only overwritten as they are -
replaced with more recently viewed Internet pages. Thus, the ability fo retrieve.
artifacts of electronic activity from a hard drive depends less on when the file Was ‘
downloaded or viewed than on a ‘particular user’s operating system, storage .

" . capacity, and computer usage. Logs of access to webs1tes file
'management/transfer programs, firewall penmss1ons, and other data assist the
examiner and investigators in creating a “picture” of what the computer was doing
‘and how it was being used durmg the relevant time in- questlon leen the
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mterrelatlonshlps of the data to various parts of the computer s 0perat10n thlS
information cannot be easily segregated

b. . D1g1tal data on the hard drive that is not cu.rrently asso<:1ated w1th any ﬁle may

reveal evidence of a file that was once on the hard drive but has since been
deleted or edited, or it could reveal & deleted portion of a file (such as a paragraph
" that has been deleted from a word processing file). Virtual memory pagmg : '
systems can leave digital data on the hard drive that show what tasks and
processes on the computer were recently’ used. Web browsers, email programs

" and chat programs store configuration data on the hard drive that can reveal
information such as online icknames and passwords. Operating systems can - |

 record additional data, such as the attachment of peripherals, the aitachment of
USB flash storage dev1ces, and times the computer was in use. Computer file
_systems can record data about the dates files were created and the sequence in
which they were created. ThlS data can be evidence of a crime, can indicate the-
"identity of the user of the d1g1tal device, or can point toward the existence of
ev1dence in other locatrons (or on other dev1ces)

C. Further ev1dence of how a digital device has been used, what it has been used
"~ for, and who has used it, may be learned from the absence of partlcular data ona
digital dev10e Specifically, the lack of computer security software, virus
protection, malicious software, evidence of remote control by another computer
. system, or other programs or software may assist in 1dent1fymg the user indirectly
and may provide evidence excludmg other causes for the presence or absence of
the items sought by this apphcatlon Add1t1ona11y, since computer drives may

.store artifacts from the installation of software that is no longer active, evidence

‘of the historical presence of the kind of software and data descr1bed may have
special 51gmﬁcance in estabhshmg timelines of usage, confirming the -

: 1dent1ﬁcat1on of certain users, establishing a point of reference for usage and, in
some cases, assisting in the idéntification of certain users. This data can be
evidence of a crime, cad indicate the identity of the user of the d1g1ta1 device, or
can point toward the existence of evidence in other locations. Evidence of the

- absence of partlcular data on the drive is not generally capable of bemg

'- segregated from the rest of the data on the drive.

.Search Pro'cedure

241. ‘In searchlng for data capable of bemg read stored or interpreted by a computer, mobﬂe
cellilar telephone digital device; or storage ‘media, law enforcement personnel executing
the search Warrant wﬂl employ the followmg procedure: -
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Onsite search, if practicable. Law enforcement officers trained in computer
forensics (hereafter, “computer personnel”), if present, may be able to determine
if digital devices can be searched on-=site in a reasonable amount of time and
without Jeopardlzmg the ability to preserve data on the devices and conduct such
a search if deemed practicable. Any device searched on-site will be seized if it
contains any data falling within the list of items to be seized as set forth in the

warrant and in Attachment B1 through B23.

On-site imagirg, if practicable. If a digital device cannot be searched on-site as
- described above, the computer personnel if present, will determine whether the =
. device can be imaged on-site in a reasonable amount of time without Jeopard121ng '
. the ab111ty to pr.eserve the data and conduct such imaging if deemed practicable.

Seizure of d1g1tal devices for off-site i 1magmg and search If no computer .

- personnel are present at the execution of the search warrant or if they determine

- thata digital device cannot be searched or imaged on-site ina reasonable amount '
of time and without jeopardizing the ability to preserve data, the digital device

will be selzed and tra.nsported to an appropriate law enforcement laboratory for -

review. :

Law enforcement personnel (potentially mcludmg, but not necessanly lumted to,
computer personnel) will examine the digital device to determine if it contains
‘any data that falls within the list of items'to be selzed as set forth in the warrant

. and in Attachment Bl through B23

~Law enforcement personnel will use procedures designed to identify items to be |

" seized underthe warrant. These procedures may include, without limitation, the

“use of a “hash value” library to exclude normal operating system files that do not

“need to be searched. In addition, law enforcement personnel may search for and
- "attempt to recover deleted, hidden, or encrypted data to determine whether the
data falls W1th1n the list of items to ‘be seized under the wartant,

If the original dlgital device was seized law enforcement personnel will perform
an initial search of the original digital device within a reasonable amount of time
~ not to exceed 120 days from the date of execution of the warrant. If, after

' conductmg the initial search, law enforcement personnel determine that an -

. original d1g1ta1 device contains any data falhng within the list of items to be -
 seized pursuant t to this- warrant, the government will retain the original digital

' dev1ce to, among other thmgs 11t1gate the adnuss1b111ty/authentlclty of the seized
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242.

1tems at trial, ensure the integrity of the copies, ensure the adequacy of cham of”

- custody, and resolve any issues that potentlally might be raised regarding changed

cond1t10ns of the evidence. Ifthe government needs additional time to determine -
whether an original digital device contains any data falling within the list of items
to be seized pursuant to this warrant, it may seek an extension of the time period-
from the Court Wrthm the original 120 day perlod from the date of executlon of

' the Warrant

If an original d1g1ta1 device does not conta.m any data fallmg within the list of
items to be seized pursuant to this warrant, the government will: return that
original digital device to its owner within a reasonable period of time if it can be

‘lawfully possessed; seal any image prev1ously made of the device; and not rev1ew
-+ the sealed image absent further authorization from the Court.

SNELLINGS’ FIREARMS is a functioning company that appears to conduct

some 1eg1t1mate business. The seizure of the company’s computers may limit the
company’s ability to conduct its legitimate business. As with any search warrant, I

. expect that this warrant will be executed reasonably. Reasonable execution will

11ke1y involve conductmg an investigation on the scene of what computers, or
storage media, must beseized or copied, and what computers or storage media -

.~ need not be seized or ccopied. Where appropriate, officers will copy data, rather

than physically seize computers to reduce the extent of disruption. If employees
of the company so request, the agents will, to the extent practicable, attempt to

provide the employees with copies of data that may be necessary or important to
the continuing function of the company’s legitimate business. If, after inspecting

' the computers, it is determmed thiat some or all of this equipment is no longer

necessary to retr1eve and preserve the evrdence the government will return it.

Data to Be Seized.

Based upon my training and expenence and information related to me by agents and

- - others involved in the forensic examination of computers and digital devices, I know that :

in order to search for data that is capable of being read or interpreted by a computer,
~ mobile cellular telephone, digital device, or storage media, law enforcement personnel -
will need to seize, image, copy, aud/ or search the. followmg 1tems subject to the

procedures set forth herein:

Any computer equipment, mobile cellula_r._telcphOne, digital device, or storage
media that are capable of being used to commit or further the crimes outlined
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above, or to create, access or store evidence, contraband, fruits, or
mstrumentaht1es of such crimes, as set forth m ‘Attachment Bl through B23

_“Any computer equipment mobile c‘ellular teleph'one digital device, or storage

media used to facilitate the transmission, creation, display, encoding, or storage

of data mcludmg word processing equipment, modems, docking stations,

monitots, printers, plotters, encryption devices, and opt10a1 scanners that are

capable of bemg used to commit or further the crimes outlined above, or to create,

~ access, process, or store evidence, contraband, fruits, or instrumentalities of such .
crimes, as set forth in Attachment B1 through B23; '

~ Any magnetic, electronic, or optical storage device capable of storing data, such
as floppy disks, hard disks, tapes, CD-ROMs, CD-Rs, CD-RWs, DVDs, optical
disks, printer or memory buffers, smart cards, PC cards, memory calculators,
electronic d1alers electromc notebooks, personal digital assistants, and cell
phones capable of being used to commit or further the crimes outlmed above, or

to create, access, of store evidence, contraband, fruits, or mstrumentalmes of such
crimes, as set forth in Attachment B1 through B23

- Any do cumentation, operating lo gs and reference manuals regard.mg the
operatlon of the computer equipment, mobile cellular telephone, dlgltal device, or
st_orage media or software; :

Any apphcat10ns, ut111ty programs, compilers, interpreters, and other software -
used to facilitate direct or indirect commumcatlon with the computer hardware,
mob11e cellular telephone d1g1tal device, or storage media, or data to be searched

Any physical keys, encryption dev1ces dongles or similar phys1ca1 items which
are necessary to gain access to the computer equipment, mobile cellular
telephone, digital device, storage media, or data;

-Any passwords password files, test keys encrypt1on codes or other mformanon
necessary to access the computer equipment, mobile cellular telephone, digital
device, storage media, or data to be searched;

E All records documents programs, app11cat10ns or mater1als created modlﬁed or.
 stored in any form, including in digital form, on any computer or digital device;
‘ that show the actual user(s) of the computers or d1g1ta1 devices during any time
- period in which the device was used to commit the crimes referenced above,
including the web browser’s history; temporary Internet ﬁles cook1es ‘
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1243,

244,

'bo okmarked, or favorite web pages, email add.resses used from the computer

MAC IDs and/or Internet Protocol addresses used by the computer; email, instant

- messages, and other electronic commumcatlons ‘address books; contact lists;

records of social networking and online service usage; and software that would

‘allow others to control the digital device such as viruses, TrOJan horses, and other .

forms of malicious software (or alternatively, the lack of software that would

_allow others to control the digital device);

: All records, documents, programs, applications, or materials created modified, or

stored in any form, including in digital form, on any computer or d1g1ta1 device,
that show evidence of counter-forensic programs (and associated data) that are

| 'des1gned to e11m1nate data from the computer or d1g1ta1 dev1ce '

All records, ‘documents, programs, apphcatrons, or materials created modified, or

: stored in any form, including in digital form, on any computer or d1g1tal device,
that show contextual information necessary to understand the ev1dence

contraband fruits, or mstrumentahues descrlbed in thrs attachment; and

All records, documents, programs, app11cat1ons, or mater1als created, modlﬁed or
stored in any form, including in digital form, on any computer or digital device,
that are evidence of the manufactu.re and distribution of fraudulent identification

documents.

Retention of Image

The government will retain a forensic image of each digital storage device subjected to

" analysis for a number of reasons, including proving the authenticity of evidence to.be
used at trial; responding to any potentla.l questions-regarding the corruption of data;

, estabhshmg the chain of custody of data; refuting any potential claims of fabrication,
tampering, or destructlon with/of data; and addressrng potential exculpatory evidence
claims where, for example, a defendant claims that the' government avoided 1ts .

_obligations by destroying data or returning it to a third party.

. Ihvehtog and Return

© With respect to the seizure of electronic storage media or the seizure or imaging of
electromcally stored mformatlon the search warrant return to the Court will descrlbe the -

| physical storage med1a that were selzed or unaged
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Conclusion

_ 252, Based on the foregoing, I respectfully submit that probable cause exists to search the
persons, vehicles, lockers, and residences described more particularly in Attachment
A, for the items described in Attachments B-1 through B-23, which is, evidence,
fruits, and instrumentalities of violations of Title, 18, U.S.C. Section 371, Title 18,
U.S.C Section, 922(a)(1)(A), Title 18 U.S.C. Section 922(2)(6), and Title 18, U.S.C.
Section 924(a)(1)(A). ) : ’

253. Therefore, this Affidavit requests authority to search the locations set forth in
: . Attachment A and seize the items described in Attachment B-1 through B-23.

REQUEST FOR SEALING ORDER

254, This criminal investigation is continuing, We contemplate a number of additional
interviews, subpoenas, and possibly grand jury testimony of witnesses in the near
future. Disclosure of the contents of this affidavit at this time could seriously impede
the continuing investigation and prosecution by prematurely disclosing the details of

* the government's investigation, This could potentially cause subjects of the
investigation to flee, destroy evidence, or intimidate and attempt to corruptly
influence potential witnesses in the case. If the affidavit was made public, potential
‘subpoena recipients may attempt to destroy evidence. Also, potential interviewees -
would be able to identify specific subjects of the investigation and could fabricate
responses in order to avoid possible criminal liability.

I swear under penalty of petjury that the foregoing information is true and correct to the best of
my knowledge, information and belief, '

v ( E Approved as to form; -
..Q_ Q\AN\\. : - ; ' S

~ Sara M. Lewis, Special Agent ' : ‘/ V!
Bureau of Alcohol, Tobacco, Firearms, and Explosives William S. Wong
' Assistant U.S. Attorney

' SWorn to and subscribed before .
me this}g[/ day of November 2011,

"Hon.Bdmnd F. Brennan
United States Magistrate Judge
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